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Abstract

Wireless networks allow communication between multiple devices (nodes) without the
use of wires. Range in such networks is often limited restricting the use of networks to
small offices and homes; however, it is possible to use nodes to forward packets for
others thereby extending the communication range of individual nodes. Networks

employing such forwarding are called Multi-Hop Ad Hoc Networks (MANETS)

Discovering routes in MANETS is a challenging task given that the topology is flat and
node addresses reveal nothing about their place in the network. In addition, nodes may
move or leave changing the network topology quickly. Existing approaches to
discovering locations involve either broadcast dissemination or broadcast route discovery
throughout the entire network. The reliance on the use of techniques that use broadcast

schemes restricts the size of network that the techniques are applicable to.

Routing in large scale ad hoc networks is therefore achieved by the use of geographical
forwarding. Each node is required to know its location and that of its neighbours so that
it may use this information for forward packets. The next hop chosen is the neighbour
that is closest to the destination and a number of techniques are used to handle scenarios

where the network has areas void of nodes.

Use of such geographical routing techniques requires knowledge of the destination’s
location. This is provided by location servers and the literature proposes a number of
methods of providing them. Unfortunately many of the schemes are limited by using a
proportion of the network that increases with size, thereby immediately limiting the
scalability. Only one technique is surveyed that provides high scalability but it has a
number of limitations in terms of handling node mobility and failure. Ad hoc networks
have limited capacity and so the inspiration for a technique to address these shortcomings

comes from observations of nature.
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Birds and ants are able to organise themselves without direct communication through the
observation of their environment and their peers. They provide an emergent intelligence
based on individual actions rather than group collaboration. This thesis attempts to
discover whether software agents can mimic this by creating a group of agents to store
location information in a specific location. Instead of requiring central co-ordination, the
agents observe one another and make individual decisions to create an emergent

intelligence that causes them to resist mobility and node failures.

The new technique is called a Self Organising Location Server (SOLS) and is compared
against existing approaches to location servers. Most existing techniques do not scale
well whereas SOLS uses a new idea of a home location. The use of this idea and the self
organising behaviour of the agents that store the information results in significant benefits
in performance. SOLS significantly out performs Terminode home region, the only other
scalable approach surveyed. SOLS is able to tolerate much higher node failure rates than
expected in likely implementations of large scale ad hoc networks. In addition, SOLS
successfully mitigates node mobility which is likely to be encountered in an ad hoc

network.
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Table 1: Glossary of terms

Term

AODV

Beacon

Delay

DSR

Edge/face

Geodesic/geographical

routing

IETF

1P(v4/6)

Location server

Glossary of Terms

Description

Ad-hoc On-demand Distance Vector — an on-demand ad-hoc

network routing protocol.

A packet sent periodically advertising information such as that

node’s location.
The time taken for a packet to travel from one node to another.

Dynamic Source Routing — an on-demain ad hoc network

routing protocol.

Routing a packet using geographical information about the

destination.

Internet Engineering Task Force — standards setting body for

Internet protocols.

Internet Protocol version 4 or 6. Version 4 is in current use for
the Internet with 6 being currently rolled out. IPv6 provides a
number of enhancements such as a larger address space and

security.

A server responsible for storing the location of a node or set of
nodes so that the information can be accessed to enable

geodesic routing.
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MAC Layer

MEFR

Neighbour

Node

Node degree

OLSR

Overhead

Physical Layer

Quorum

RFC

Routing

Stigmergy

The second level of the OSI Seven Layer network model
whereby data is placed into medium specific packets. The

layer also concerns medium specific protocols.

Most-Forward-within-Radius — a means of forwarding packets

in a network using location information.

If node A is within wireless communication range of node B,

then node A is a neighbour of B and vice versus.

A wireless device such as a mobile phone, PDA or laptop.

The number of neighbours a node has.

Optimised Link State Routing — A proactive ad-hoc network

routing protocol.

Traffic that is used to maintain the function of the network; e.g.

it is not application data.

The lowest part of the OSI Seven Layer network model; e.g.
the physical side of wireless communication; such as,

modulation, interference, attenuation, etc.

A replicated state machine; e.g. a set of servers responsible for

storing data in the face of server failures.

Request for Comments — A protocol proposal/standard

submitted to the IETF.

The process for deciding on which path messages will take

through the network.

The process of a group on entities co-operate by
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communicating through modification of their environment.

Void An area with a lack of nodes.
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1 Introduction

1.1 Background

The founder of Microsoft, William H. Gates, had a vision of there being a computer on
every desk in every home (Gates, 1995). This vision has come to fruition recently, with
most homes in Britain owning a personal computer (ONS, 2002). What he perhaps did
not predict would be the dependability on computers for modern life and the subsequent
desire for them to be carried around. Computers are now carried in the form of mobile
telephones by a significant proportion of the population and their functions are exceeding
far beyond their initial design. For example, many mobile telephones now include as

standard calendars, games, and recently satellite navigation.

Traditionally computers communicated by using wired networks, requiring each PC to be
connected by a wire. Recently, wireless networks have become a viable alternative with
speeds up to 54Mbps already available and technology enabling speeds for 480Mbps
being standardised by the IEEE 802.11 Working Group. Along with recent decline in
laptop prices, wireless networks have become popular for use of the Internet anywhere in
the home. This set up involves purchasing a wireless access point and connecting it to
your Internet connection point, allowing you to access the internet wirelessly whilst
within range. This range has been cited to be up to 300m but within a built up area 100m
is a more practical expectation (Dynalink, 2004). If one has a particularly large house
and wishes to have wireless access beyond this range, then they may install repeater
access points at strategically placed points around the home. These access points, like the
original, must then be manually configured. The task of connecting to the wireless
network is much simpler with many client devices connecting and obtaining an IP

address automatically (through DHCP (IETF, 1997)) when within range.
While this works well for the technically competent home user, those that are not will be

unable to configure multiple access points and so will stay within range. More

interestingly, let us consider a lecture theatre where students have brought their mobile
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devices. If the lecturer wishes to share files with the students, or somehow interact with
their devices, he would have to have previously set up an access point and all students
would have to be within range. Equally so, at a large conference, if the organisers were
to make files available wirelessly, all users would have to be within range of a previously
configured wireless network. While this is not unreasonable and there are many
companies that are now successful offering these services, it is costly and not strictly

needed.

Consider the situation of a typical park at lunchtime, with a number of people using
mobile devices whilst eating their lunch. Two people, person A and person B wish to
communicate with one another, but they are at opposite sides of the park. If the distance
between them is greater than 100m then they are unable to communicate at present.
Figure 1 illustrates this scenario with node A having a transmission range shown by the
dotted circle, and B being outside of this range. A has two neighbours, C and D, which

are defined as those nodes that are within its transmission range.

Figure 1: A simple ad hoc network

The solution to the problem is two fold: that of configuration, and of transmission range.
In terms of configuration the devices need to agree how to address one another, such as in
TCP/IP, a popular networking technology, each device is assigned an IP address when
connecting to an access point based network. In this scenario however, there is no central

authority to assign IP addresses and so the nodes need to agree so that they have distinct

Page 16 of 169



IP addresses. When all nodes are in range simply choosing an address and asking if any
other node is using it, and repeating this until an unused address is found would suffice.
In larger networks where not all nodes are in range, researchers have proposed multi-hop
agreement protocols (Thoppian and Prakash, 2006). Perhaps a more effective means of
approaching this is that every wireless network device is assigned at manufacture a
unique 48-bit Media Access Control (MAC) address, and this could be used to derive the
IP address. With the current IP version, the maximum address size is 32 bits and so this
scheme would be mostly ineffective due to the chance of two nodes choosing the same
address; however, the next version currently undergoing deployment provides 128 bits
which would allow a fraction of this address space to be set aside for wireless devices,

using the MAC address to determine the low-order bytes.

If we assume that all devices in the park are agreeing on the same configuration through
some means, but that they are not within range of all other nodes, the next task is
communication beyond the transmission range. One could increase the transmission
power as GSM mobile phones do when they become distant from the base tower, but this
has two problems. Firstly is the issue of output power, the band in which current WiFi
technology operates has strict legal requirements on Radio Frequency (RF) power output.
Secondly is the issue of battery conservation, as discussed later nodes may more
frequently participate in communication than mobile phones due to their routing function

and so the higher RF output powers will reduce battery life.

If person A wishes to communicate with B but he is out of range then he is currently
unable to given restrictions limiting the power output, however, he could ask a node that
1s within range to repeat or forward the message. This forwarding would then happen at
every device along the path to person B’s device. Figure 2 illustrates this scenario with
node A sending a message through two intermediate nodes before reaching B (the dotted

circles indication transmission range).
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Figure 2: Illustration of multi-hop forwarding in ad hoc networks

Given the example in Figure 2 the question remains of how one finds the path between A
and B so that nodes know which node to forward the message to at each hop. This issue
is covered in more detail in the literature review but is briefly explained here. It is worth
noting that a node can only see that its neighbours and no further, and so cannot see
where B is or which node to send packets through. A simple way around this is to ask all
of its neighbours if they know where B is, if they do not then they also ask their
neighbours, and so on until eventually a node is reached which is a neighbour to B. At
each stage a record of the path has been stored in the search request and so upon reaching
B it is possible to construct a reply and send it back down the path with the correct hops
to go through. This is similar to one of the most popular routing algorithms for ad hoc

networks, Ad-hoc On-demand Distance Vector (AODV) (Perkins and Royer, 1999).

While the AODV style technique works very well for small networks with low mobility,
when networks become large and/or mobility increases, the overhead of finding the path
becomes prohibitively expensive. An alternative method to combat this is to require each
node to know its location, that of its neighbours and the destination. Given this
knowledge the message can simply be sent to the neighbour which is closest to the
destination. This technique is currently the only technique which is highly scalable but

leaves the question of how to find the location of the destination.
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The focus of this work is on how to store location information for a particular node in an
ad hoc network in a fashion that makes the approach scalable to an extremely large
number of nodes. A simple technique would be to require every node to periodically
broadcast its location to all other nodes (Basagni et al., 1998) but with increasing
numbers of nodes the overhead becomes prohibitively expensive. The technique
proposed in this thesis does not require dissemination amongst all nodes or an increasing

number of nodes as the network size increases, and so is therefore is highly scalable.

1.2 Inspiration

Nature is incredibly complex and humanity still does not fully understand it. Humans
have evolved from mere proteins over millions of years and are now beginning to
understand the process which has brought about our being. If one looks at some of the
functions that have evolved to make human and animal life possible, they are often
incredibly intuitive and reliant on a precisely tuned set of events. Academics in artificial
intelligence quickly realised that nature perhaps held the key to developing intelligent
computers with the discovery of neural networks and genetic algorithms. Neural
networks were designed to mimic the way neurons in the brain interact and process
information. Genetic algorithms were designed to mimic the way life has evolved, taking
a set of solutions and at each iteration choosing the best performing according to some
metric and combining them for a new generation. At progressive iterations more

effective solutions to the problem evolve.

An interesting phenomenon that we can observe in nature is that of self-organisation
(Morowitz, 2003), the process by which selfish individuals co-operate or interact to
achieve a global goal. Take for example humans in society with selfish goals of power,
wealth and respect that drive them to interact with others and realise these goals.
Although we are all individual, with our own desires, we have to co-operate to realise
them to their fullest extent. This is observed everywhere in the animal kingdom, from
birds flocking (Carlson, 2000, Reynolds, 1987) and ants building nests (Johnson, 2001) to
human society, all are individual beings that have selfish goals but who co-operate to

realise them. To further extend this let us examine how they co-operate. One might
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initially assume that this is through direct communication through voice or a similar
mechanism which is so obvious in human society but is only part of the story. Consider a
visit to the cinema, you see a handful of seats with jackets placed on them, you
automatically assume someone is sat there and find another seat. They have
communicated with you indirectly which has caused a change in your behaviour.
Another example is if you see a queue for a counter at a supermarket, you automatically
walk to the back of the queue rather than to the counter, forming an ordered system to get
served and maximise efficient service for society. You have not spoken with the people

in the queue but you have observed their positions and altered your actions accordingly.

1.2.1 Ant-colonies

In an ant-colony, each ant acts independently seeking food when leaving the nest. Upon
finding some food, the ant returns to the nest laying down pheromone molecules along
the route. Other ants sensing this pheromone follow it to the food, and they too lay down
reinforcing pheromones on their return. The shortest path to the food is traversed more
frequently because it is shorter and so becomes more reinforced than the longer paths.
Although the ants have acted independently, only changing their environment by laying
down pheromones, they have achieved a global goal of finding the shortest path to food.

This is an emergent property of their individual and independent actions (Johnson, 2001).

Ants communicate indirectly by modifying their environment by laying pheromones.
Other ants then sense these pheromones and this information is used to permit indirect
communication. This process of modifying one’s environment to permit indirect
communication is called Stigmergy. In a human environment, if one leaves a coat on a
seat in a public area such as a cinema or bar, others assume this seat is taken and alter

their behaviour by choosing to sit elsewhere (Tummolini and Castelfranchi, 2007).
As expected, most applications of ant colony optimisation have focused upon finding

paths in networks, from the travelling salesman problem (Puris et al., 2007, Pop et al.,

2007) to routing in communication networks (Zheng et al., 2007).
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Ants were proposed as a solution to finding shortest paths in ad hoc networks due to their
efficiency at finding them in nature. Simulation of such solutions have found them able
to be highly adaptive, provide multi-path routing and data load spreading (Ducatelle et
al., 2006, Di Caro et al., 2004).

Algorithms such as Antnet (Dhillon and Van Mieghem, 2007, Tekiner, 2004, Di Caro and
Dorigo, 1999) and ABC (Rajagopalan and Shen, 2006) sent out virtual ants at regular
intervals to randomly chosen destinations. The ants sample paths and assign quality
whilst updating the routing tables as they pass. They assign a goodness value to each
path based upon a virtual pheromone. For ant-based systems that work on this principle
to be useful in higher mobility scenarios there must be enough ants moving across the
network to disseminate and discover routes; however, this incurs a significant overhead
but attempts to limit repeated path sampling results in the ants losing much of the

explorative behaviour (Gunes et al., 2002).

1.2.2 Particle swarms

When birds flock, they observe their neighbours’ direction and velocity. Using this
information, the bird can make a decision on its direction and speed. Typically, the bird
will introduce a certain amount of randomness in its decision making so that the flock as
a whole can search for food and not move in just a straight line. The birds can change
direction extremely quickly without any apparent central co-ordination; this is because
there is no central co-ordination and their behaviour is emergent and self-organising. For
example, if one observes a predator approach a school of fish, the school will change
direction very quickly, in a wave like fashion from the closest point to the predator.
Much like in human crowds, if there is a danger, a small number of people start running,

others see this and then instinctively run too (Carlson, 2000, Reynolds, 1987).

The behaviour observed in flocks is referred to as an example of Particle swarm

optimisation (PSO) (Eberhart et al., 2002) and differs from Ant-Colony optimisation in
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that the entities do not necessarily modify their environment but rely more on observation
of their peers. Research interest into PSO’s applications has been largely applied to
neural network optimisation (Yusiong and Naval, 2006) and also limitedly to routing in

small ad hoc networks (Rajagopalan and Shen, 2006).

Particle swarm optimisation has been applied to ad hoc networks (Zhang and Xu, 2006,
Yuan et al., 2006, Rajagopalan and Shen, 2006) in a number of techniques for

disseminating routing information throughout the network.

1.2.3 Application of inspiration

It is indirect communication observed in nature as described in the last section that is the
inspiration for this thesis. Communication capacity in a network is limited in wireless
networks and much of the research literature focuses on ways to reduce overhead. If it is
possible to incorporate a form of indirect communication into some of the algorithms
used, then one can reduce the overhead on the network. If self-organising entities
observe each other most of the time instead of directly polling or co-ordinating with one
another, then this removes a significant overhead burden. In particular, we want a
number of entities to co-operate with one another in a self-organising approach through
indirect communication. Specifically the thesis will focus on trying to use this idea of
indirect communication in self organisation to store location information in a network

whilst incurring the minimum overhead.

1.3 Motivation

Large scale ad hoc networks have enormous potential in their uses and the list is never
ending. Envisage being able to always be in range of a wireless hotspot when you move
into a new home or visit a conference. Or consider cellular network providers not
needing to invest on as much infrastructure and passing the savings onto its customers.
Perhaps even more encouraging is doing away with cellular networks altogether, and
eliminating the need for us to pay for a phone calls and Internet access. While not

particularly favourable for the cellular companies, they can augment the network by
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providing extra services or faster Internet access by moving their target market and still
profit from this development; although it would be up to the user whether to utilise the

services or not.

Consider disaster areas such as New Orleans where the infrastructure has been destroyed.
The emergency services would have initially benefited from an ad hoc network for
communication but now that this stage of the disaster is over, large scale ad hoc networks
could play a pivotal role in restoring communication to the region. Equally so, in third
world countries and villages where communications investment is not profitable, ad hoc

networks can be beneficial in providing communication for free.

The main motivation for this work is to bring us one step closer to a large ad hoc
network. This work solves one hurdle, the provision of location services, which although
only one step in the path, it is a significant step. Currently much of the focus in the area
is on small ad hoc networks although increasingly large scale ad hoc networks are being
researched. With the addition of this work, only a few problems remain before we can all

deploy a truly free network, such as capacity limitations.

1.4 Contributions

This thesis makes a number of important contributions to the use of geographical routing
and in particular location servers. As the thesis is examining storing location
information, first to be examined will be how beaconing and location age affects the
forwarding of packets through geographical routing. If beaconing can be reduced and the
distance between location updates can be maximised, then the overhead can be reduced

further.

The main contribution of this thesis is in a self organising location server that uses mostly
indirect communication to reduce overhead. For any system to scale in wireless network
the overhead on the network must be independent of the number of nodes in the network.

Even if the overhead is dependant upon the number of nodes, then with sufficiently large
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number of nodes the capacity available will approach zero (Jain et al., 2001). Examining
the existing location servers that match this criterion finds that they require the use of a
region of the network to store information whether there are nodes present. When nodes
are not present the system fails and therefore a paradigm shift is proposed to geographical

points rather than regions, around which the data should be stored.

The next contribution is an examination of the possibility of storing data near a
geographical point in mobile network and the parameters that affect the proximity to this
point of a data hosting entity that is able to make migration decisions. This entity makes
its own decisions on when to move from node to node (a migration) to try and remain as
close to this point as possible. The thesis examines what factors affect its performance in
this endeavour. It needs to move from node to node if the network is mobile otherwise it

may become quite distant from the point.

Issues of fault tolerance are addressed and a number of techniques for producing a self-
organising group of entities are examined. These entities all attempt to remain as close to
the geographic point as possible but whilst ensuring that there are enough entities to
survive failures of nodes. The entities only communicate through modifying their
environment yet form a global intelligence of co-operation despite their independent

actions.

Once these entities are able to tolerate mobility and failures of nodes whilst acting
independently but communicating through observation of one another, the use of them for
storing data in an ad-hoc network is examined. Techniques to query the information in a

similar non-centralised manner are examined along with possible improvements.
The thesis also examines the performance of this data storage technique in storing

location information for the use in geographical routing. The technique is compared with

similar approaches to location servers and is critically analysed.
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To enable analysis of such an algorithm several simulations were developed. A complete
routing layer module was created for two ad hoc simulators. In addition, a prototyping
simulator was developed to allow rapid testing of ideas allowing many ideas to be

examined without costly development time.

1.5 Thesis outline

Chapter 2 will discuss traditional methods of routing in ad hoc networks and their pitfalls.
A number of algorithms that provide routing for smaller scale networks will be examined
and the problem of using them in larger networks explained. The chapter then explains

routing for large scale ad hoc networks and the use of geographical routing techniques.

Chapter 3 elaborates on the current literature of large ad hoc networks and examined
methods of discovering the location of another node. Geographical routing requires this
location information and a number of techniques for providing this were examined in

detail.

Chapter 4 examines the feasibility of the idea of a group of autonomous agents remaining
near a geographical point. Methods for theses agents to replicate and co-ordinate whilst
minimising communication are analysed for later use in storage of information. The
technique is termed SOLS and is based upon the ideas of ant colony and particle swarm
optimisation described earlier. SOLS incurred low overhead and provided high tolerance

to node failures.

The use of the SOLS technique developed in Chapter 4 is used for storage of location
information in Chapter 5. Initially, the task of updating and querying the server is
examined. A number of closely related topics were also examined such as location age
and its effect on routing success, and the performance of various methods for choosing
when to update. SOLS was shown to be the only technique providing high failure
tolerance and high scalability, and performed better in all realistic scenarios against the

most similar approach, Terminode home region.
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Finally, given a robust and successful location server using SOLS, Chapter 6 examines
the implementation on computing devices. The chapter discusses how SOLS and
associated routing is implemented in both the application and network layers of the OSI

model. Chapter 7 concludes the thesis and discusses future work.
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2 Routing in Ad-hoc Networks

2.1 Introduction

Routing in networks can be thought of as finding the path between two computers in a
network; much like one finds a route across a road system. In wired computer networks
such as the Internet this task is made much easier by IP addresses. Typically, a group of
IP addresses will be allocated to a country, and then a subset of that to a region within the
country, and so on. This is similar to how a telephone system works with area codes and
country codes, but in IP networks the geographical segregation is not as distinct as there
could be several IP ranges for one area depending of who the supplier was. The network
can therefore be arranged in a tree-like fashion, with the individual computers at the
bottom, and increasingly large address ranges as you move up the tree, with the whole
address space being the head. For routers to be able to automatically discover this
information, a HELLO packet is periodically broadcast between neighbouring routers
containing information on which networks it can see. This information is recorded by

receiving routers and sometimes shared with their neighbours.

Routing in ad hoc networks is a different matter altogether as there is no hierarchy to
reduce complexity. Although each computer may have an IP address, the computer could
then move to the other side of the network therefore negating any regional indicator the
address provided. A node can only see computers in its transmission range and every
computer must act as a router relaying packets for every other node. The routing task is

flat in comparison to the Internet’s hierarchy and this requires a different approach.

In an ad hoc network, each node needs to be able to discover a path of nodes between
itself and the node with which it wishes to communicate. Traditionally in ad hoc
research, this has been achieved through two methods: proactive and reactive. The
proactive approach uses a similar technique to the HELLO messages mentioned earlier
and information is slow to propagate through the network. The reactive approach uses a

flooding style broadcast to discover a route to the destination on-demand.

Page 27 of 169



Unfortunately, neither of these approaches are scalable to large scale networks and so an
alternative method called Geographical Routing was discovered. This chapter will
outline the traditional methods, the scalability problem along with geographical routing

and the need for location servers if large scale ad hoc networks are going to be possible.

2.2 Traditional Routing

Traditional methods of routing within an ad-hoc network fall into several categories. The
first of these are ‘reactive’ and initiate discovery as and when required. Whilst a proactive
protocol will actively seek to have knowledge of routes to all possible destinations before

the information is needed (Johansson et al., 1999, Tseng et al., 2002a).

A reactive protocol performs route discovery only when packets are waiting to be sent to
a node where the route is not known. Upon a node generating a packet to such a node,
the routing layer will queue it and initiate the route discovery process. In most protocols
this consists on an n-hop broadcast to find the destination, with a reply being sent back
once the node is found. Many of the protocols also have a route maintenance phase to

maintain routes in the presence of link failures.

A proactive protocol performs route discovery all the time, attempting to maintain a table
of possible destinations and the routes. Nodes share routing information amongst their
neighbours either periodically or in response to topology change and this information is

disseminated to all nodes.

Choosing a protocol to use depends very much on the application to which it is being
applied. Reactive protocols cause a connection initiation delay due to the discovery
process taking place at that time; however, the route discovered is more likely to be up to
date. Proactive protocols often respond slowly to changes in topology as the information
converges slowly by nodes sharing information. In addition, proactive protocols incur an
overhead regardless of whether any communication is taking place in that part of the

network.
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Generally a routing protocol needs to address three key issues to provide a service in a

communications networks:

e Route Discovery — This process involves the discovery of the path through the
network to the destination. The routing protocol has to establish which nodes
packets need to be routed through to reach the destination and this path will
usually fit certain criteria. These criteria can range from the most common being
the least number of hops to quality of service parameters.

® Route Maintenance — In a wired network, a route can become invalid at any point
due to node failures or changes in network topology; however, in an ad hoc
network, node mobility is the most common cause of a route becoming invalid
due to the change in topology. Therefore, a routing protocol is expected to handle
this scenario and rediscovery or alter the route as quickly as possible to maintain
the communication path.

e Packet Relay — Once a path has been discovered between the source and
destination, the routing protocol is responsible for passing packets along it. This
includes handling dropped packets and sensing link failures so that route
maintenance may be initiated. In addition, this part of the protocol is also
responsible for initiating route discovery when a new packet without a route is

received or created.

In this sub-chapter, two routing protocols will be described, the reactive Ad-hoc on
Demand Distance Vector (AODV) protocol, and the proactive Optimized Link State
Routing (OLSR) protocol. The advantages of each are laid out and then the reasons they

are not suitable for large scale networks.

2.2.1 Reactive — AODV

Ad-hoc on-demand distance vector (Perkins and Royer, 1999) has currently been
accepted as an experimental request for comments (RFC) by the Internet Engineering

Task Force (IETF) Mobile Ad-hoc Networks Working Group (MANET-WG). A number
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of other protocols have also been accepted by the group but a number of studies have
shown AODV to excel especially in stressful situations of high mobility and traffic loads

(Perkins et al., 2001).

AODV builds routes using a route-request (RREQ) and route-reply (RREP) mechanism.
A node wishing to discover a route builds a RREQ packet and broadcasts it to all its
neighbours. Every node receiving the packet then also rebroadcasts it after recording
some information. Each node on receiving the packet, records a backward pointer to the
source via the previous hop along with a number of other details about the request. On
reaching the destination node, a RREP is generated and sent back to the source using the
backward pointers. At each hop the RREP is sent by unicast and each hop records a
forward pointer to the destination via the previous hop of the RREP. As soon as the
RREP is received at the source node it may begin sending data having established

backward and forward pointers on all nodes along the route.

Table 2: Example AODYV forward and backward entry

Source node ID Destination node ID | Backward node ID Forward nodeID

The route is considered active as long as packets are being periodically sent along the
route. If no packets are sent, then each node along the route will timeout the information
stored. If a link fails, perhaps due to node mobility, a route-error (RERR) packet is sent

by unicast back to the source so that it may reinitiate route discovery.
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Figure 3 gives a simple diagram of how route discovery takes place.

— RREQ

-~ RREP

Figure 3: Illustration of AODYV route discovery

S broadcasts a

RREQ to its neighbours, who then also rebroadcast and so on. When the RREQ finally

reaches D, it unicasts a RREP back to the source. On receiving the RREP at S, a route is

established and communication can take place. Should any nodes in the route move from

its position and compromise the path, then route maintenance will be initiated to correct

the path by substitution of other nodes. In the example above, the AODV pointer table

entries at each node would appear as:

Table 3: Example AODYV pointer entries

At node Source Destination Backward Forward
S S D - A
A S D S B
B S D A C
C S D B D
D S D C -

During the RREQ phase, only the backward pointers in the above table will be filled.

When the RREP phase starts then those nodes which are on the route will fill their

forward pointers. It is worth noting that all nodes in the network will have a backward

pointer to the source, even if they are not on the path because the RREQ is sent to all
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nodes. Nodes that are not on the path can cache this information as an optimisation for

later use.

2.2.2 Pro-active - OLSR

The Optimized Link State Routing (OLSR) protocol (Clausen and Jacquet, 2003) has also
been accepted as an experimental RFC by the IETF MANET-WG. OLSR is an
optimisation for wireless networks of the typical link-state (McQuillan et al., 1980)
algorithms used in wired networks. Link-state routing protocols require a node to flood
its neighbour information to all other nodes. Each node then uses the information it has
received about all other nodes to build routes. Flooding can be costly in ad hoc networks

and so OLSR is an optimisation of the flooding used in link-state algorithms.

Consider the example in Figure 4 where A broadcasts its update which is received by B,
D and E, who then also rebroadcast the update which is received not only by each other
but also by C who also rebroadcasts the packet. The cost of this is 5 broadcasts and can
be greatly optimised to just two. A could broadcast the packet, then B, having the most
neighbours, could rebroadcast it. All nodes have now received the update at a saving of

more than half.

0
®)

Figure 4: Illustration of redundancy in broadcasting
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OLSR attempts to minimise the flooding overhead by using a technique similar to this.
Each node chooses a set of neighbours such that, through them, it is connected to all
nodes two hops away. The neighbours in this set are called Multi-Point-Relays (MPRs).
If only a neighbour’s MPRs rebroadcasts its update, then the overhead can be reduced
whilst still reaching all nodes. Each node broadcasts a HELLO packet listing its MPRs
so that another node knows if it is an MPR for another node, and should rebroadcast its
packets. Consider the example in Figure 5, where node A has selected four MPRs that
connect it to all nodes that are two hops away. Now an update flood throughout this
network from node A will reduce the overhead to 5 broadcasts, the initial from node A,

and then one from each of its MPRs.

Q
®
S
A%
® S

‘ MPR node

Figure 5: Illustration of MPR selection in OLSR

The difficulty with this approach is that there will be flooding overhead regardless of
whether nodes are exchanging packets. The flooding is still costly and if communication

is minimal or between a small subset of nodes, then much of the flooding is unnecessary.

On-demand protocols have been found to be more effective than proactive protocols in

typical scenarios (Royer and Toh, 1999, Johnson, 2001, Perkins and Royer, 1999). The
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main reasoning for this is that time between updates can be infrequent and in distance-
vector schemes dissemination can be time consuming. As a result changes in the network
take a long time to propagate and in a dynamic network this is not acceptable. Ad hoc
networks are generally considered to be highly dynamic with links changing frequently

and so applying a similar idea to that which works in the Internet is not suitable.

2.2.3 The scalability problem

AODYV and OLSR both perform adequately for a number of scenarios used by small ad-
hoc networks; however, because they require communication amongst a large set of
nodes the traffic incurred is therefore related to the number of nodes. Many of the
traditional protocols used for ad-hoc networks use a broadcast mechanism for route
discovery and/or route maintenance (Lee et al., 2003). Whilst this is manageable for
small networks, when one starts examining larger networks then the number of broadcast
packets per discovery increases. Even if communication is happening only in confined
sections of the network, the entire network will be involved in the routing process. One
paper (Tseng et al., 2002b) has found that this ‘broadcast storm’ can cause the channel to

be occupied most of the time with the control messages.

One example of an attempt to adapt AODV to function in larger networks is query
localisation (Castaneda et al., 2002). This technique adapts AODV so that when a link
breaks, a rediscovery is performed but within a defined region of the network only. This
region is defined as a function of the last known distance to the destination, thereby
avoiding a network-wide broadcast; however, limiting the discovery range reduces the
likelihood of discovery success, especially if the node has moved outside of the search
region. In spite of this technique adopting locality searches, it is still required to do
network-wide broadcasts initially to find the node. Another method is the expanding
ring technique whereby the search area is increased every time the route discovery fails;
however, despite reducing the discovery overhead, due a number of initial requests

failing, the discovery delay can be much larger (Lee et al., 2003).
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On-demand protocols begin to fail with only a few hundred nodes. The reason for this is
that path lengths invariably contain many hops, as a result of this the odd route failure in
a short path becomes a much greater problem in larger paths due to the much increased
likelihood of the entire path failing. In larger networks it is not uncommon for paths to
be invalid by the time the route discovery is fully completed, or for the RREP to fail to
complete traverse the return path due to link failures (Lee et al., 2003). Figure 6 is a
graph from their paper illustrating the effect on delivery success that increases the

network size has.
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Figure 6: AODYV scalability in terms of delivery success (Lee et al., 2003)

In a wired network, such as the Internet, scalability has been addressed by introducing a
hierarchy. One can discern from the Internet Protocol (IP) address the paths which the
packet needs to traverse, with the higher order numbers representing networks higher up
the hierarchy. In a wireless network this simply is not possible due to the flat natur