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Abstract maintenance activities and component modifications are
also taken into account. When further considering dynamic
Many human activities today depend critically on sys- systems where no staticpriori known system configura-
tems where substantial functionality has been realized usingtion exists, the analysis and prediction of the reliability or
complex software. Therefore, appropriate means to achieveavailability is thus usually not possible. We therefore pro-
a sufficient degree for dependability are required, which use pose to build dynamic and dependable complex systems not
the available information about the software components by relying on design-based quantitative analysis of its static
and the system architecture. For the special case of service-architecture. Instead the observed obstacles should be ad-
based architectures — an architecture proposed to cope withdressed by a dynamic reconfiguration of the architecture to
the complexity and dynamics of today’s systems — we idenprevent system reliability and availability to decrease be-
tify in this paper a set of architectural principles which can low the required level. Such a software tries to compen-
be used to improve dependability. A service-based archi-sate failures (originated from defects of its hardware and
tecture which extends Jini and employs the identified archi- software components) by means of adaption. In accordance
tectural principles is further proposed and realized. The with [12], which defineself-adaptive softwaras software
dependable operation of the infrastructure services of the that modifies its own behavior in response to changes in its
architecture further enables to systematically control and operating environment, we thus classify it salf-healing
configure some dependability attributes of application ser- software

vices. We further restrict our considerations for dependability

on reliability and availability and study how the dynamic
1. Introduction management of redundant component instances with iden-
tical implementation can contribute to improvements for
lies on the employed computers and their software Compo_these two.depend'ability attribgtes. The qpestionable i'm-

pact of using multiple diverse implementations (cf. [7]) is

nents. Ava|.lab|l|ty, reliability, se_lfety and security (cf [10])_ not considered. The application services are further treated
are the attributes of dependability that are used to describe

the required system characteristics. These four attributes i as black-boxes with given dependability characteristics. We
practice often depend on each other. Availability and relia-
bility can in principle be systematically studied at the level
of components and their composition in form of specific ar-
chitectures. The ever increasing system complexity and th
increasingly ubiquitous character of computing, however, A number of architectural principles which permit to en-
render such an analysis a difficult task. hance the dependability of service-based architectures are
For complex systems the required prediction models presented in Section 2 and their benefits are motivated re-
for availability and reliability become quite complex when ferring to the Jini architecture. Then, we propose in Section
3 to enhance the Jini architecture by a number of infras-

1This work was developed in the course of the Special Research Ini- : : ; s
tiative 614 — Self-optimizing Concepts and Structures in Mechanical En- tructure services that SyStematlca"y employ the identified

gineering — University of Paderborn, and was published on its behalf and priqciples. We then. discuss the penefit§ ac_hieved for _appli-
funded by the Deutsche Forschungsgemeinschaft. cation specific services concerning availability and reliabil-

The dependability of today’s complex systems often re-

"ake the strong simplification that hardware and software
component failures simply result in the inability of the af-
fected services to fulfill the regular behavior. Thus, failures

ecan be detected externally by monitoring the services.




ity in Section 4 and demonstrate the systematic applicationure of this service or a communication subsystem failure,
of the identified architectural principles within the enhanced which results in a network partition, all dependent clients

architecture. For a special class of services the possible deef that service cease to work. In the Jini architecture more
sign alternatives are studied by means of the detailed desigrthan one lookup service can be used. Thus a failed lookup
of two infrastructure services in Section 5. Related work is service does not compromise the dependability of the com-
discussed in Section 6 and we close the paper with a finalplete system.

conclusion and some comments on future work. This leads us to the concept ofsanart proxy[9, 11].
A smart proxy is not restricted to forwarding but can be
2. Architectural Principles for Dependability used much more flexible. Thus in the context of availabil-

. . . ity the proxy may communicate with multiple backends at
. Software systems typically consist of d!fferent Pars. ohce to recover from or mask failures. Hence a smart proxy
Since dependencies between these parts exist, problems 0%an be used to encapsulate and hide the complexity of self-
cur if a part fails. Service-based architectures handle theadapting code and therefore the use of complex concepts
Increasing compl_exn_y of today_s systems_by means of on- becomes transparent to the user of the service. For example
line lookup and binding of services. The integral part of a the service registration in the Jini architecture is sent to all

serwce-basgd arcr.ntect.ure IService registry 'I_'he.gse O.f available lookup services by the proxy at once using multi-
such a service registry is a key factor for availability, S'ncedpast messages

rvice instan nnections are not hard-wired. In . .
service instance connections are not hard-wired stea Analogue to the redundancy of services a key point for

they can spontaneously connect to recover from fa"uresf'dependability is the availability of data in a distributed sys-

One example of a self-healing service-based architecture iSem. This can be achieved by the usealication Repli-

the Jini architecture [1, 13]. It has been designed (cf. [19]) cating is the process of maintaining multiple copies of the

to support the _developmeqt of dependa_ble dlstnbutgd SYS'same entity at different locations. In the Jini architecture
tems. One of its features islaokup servicghat remains

. : . the service registrations are replicated in multiple looku
operational even when single nodes in the network have 9 P P P

crashed services.
C o . The maintenance of these distributed copies depends on
Theleasingprinciple extends the allocation of resources

o . ; _~ the required consistency for the entity. There exist differ-
with time [18]. The lease represents a period of time during ent consistency models (for an overview see [16]). A con-

which the resource is offered. Therefore this lease nGEdSsistency model provides stronger or weaker consistency in

to be extended (_renewed) if the resource remains to be Of'the sense that it affects the values, a read-operation on a
fered after the timeout of the lease. If the owner of the

resource fails to renew the lease. a client can assume thadata item returns. There is a trade-off between consistency
u s W S lent ce ume ‘I;md availability and no general solution can be given. The
the resource is no longer available. Leasing is the principle

. : . . g weaker the consistency model the easier availability can
wh|c_h provides the _self-heglmg_behawor of the Jini qukup be achieved. The possibility to use different consistency
service. Every service registration on the lookup service is

. . . models for different data aids in the development of a self-
accompanied by a lease. If this lease expires, the lookup

. . . . . healing architecture as we will show in the next section.
service removes the accompanied service registration from

its Io'oku.p tables. .Thus no service gets this apparently falleds_ Architecture

service instance in response to a search request. If this ser-

vice is restarted or the communication system is repaired, In this section we will show the application of the intro-

the service can re-register on the lookup service. duced architectural principles. We give a short introduction
A proxy provides a surrogate or placeholder for another of the proposed architecture and the requirements of the dif-

object [4]. In distributed systems a proxy typically acts as ferent infrastructure services. More details and the descrip-

a local placeholder for a remote object encapsulating thetion of the implementation can be found in [17].

forwarding of requests via network communication (e.g. as  The Jini architecture supports ubiquitous computing in

the stub in Java Remote Method Invocation (RMI) [15]). ad-hoc networks and provides a dependable infrastructure

In the Jini architecture the proxy pattern is an integral part for service lookup and operation. However, the basic infra-

of every service. A service is divided into a proxy and an structure only avoids to provide any element that can com-

optional backend. The proxy instance is registered in the promise the dependability of application components. But

lookup service. If a service is to be used by a client, the to achieve the required dependability for any specific ser-

proxy instance is downloaded as mobile code to the clientvice or application remains to be realized by the application

and executed there. developer. Our proposed architecture provides availability
Redundancyof service instances is a key factor to for application services.

achieve a required degree of availability. A non redundant A key to the improved availability of the infrastructure

service is a single-point-of-failure. Thus in case of a fail- services is the idea to have redundant instances of every



service type running concurrently in the system to prevent afigurable lease, which is used to detect failed monitors (i.e.
single-point-of-failure as proposed in the last section. Keepthe lease times out). Each instance of the monitor respon-
this idea in mind while we describe the specific infrastruc- sibility storage contains a copy of these monitor responsi-
ture services next. bilities. Inconsistencies between these copies only result

Four different services are building the overall architec- in changed responsible monitors and potentially additional
ture on top of Jini. Ideally on every computation node of started service instances. Therefore we trade reliability
the system one instance of each infrastructure service is exfor overhead and weaken the consistency requirements for
ecuted and will be restarted automatically during each re-these copies. Additionally after a repaired network partition
boot (see Figure 1). failure merging the responsibilities in the former partitions

7777777777777777777777777777777777777777777777777 must be possible. The monitors whose behavior depends on

these responsibilities must be able to cope with a weaker
consistency model.
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4. Evaluation

After this short introduction to the different infrastruc-
ture services we show how the architecture achieves avail-
ability for application services in case of node failures and
network partition failures. Afterwards we show how to
achieve a required degree of reliability for different cate-
gories of application services based on the availability pro-
vided by the architecture.
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4.1. Availability

- -~~~ > Dataaccess In case of a node failure different scenarios, w.r.t. fail-
Figure 1. Architecture ures of a responsible monitor and monitored services, are
possible. The case that neither a responsible monitor nor
Basically on every node of the distributed system an in- a monitor service is affected by the node failure is trivial.
stance of thenodeservice is running. Using this node ser- |f a node is affected by the failure which does host only
vice, new application service instances can be created (anpplication services, the monitors responsible for these ap-
old ones stopped). plication services will detect the services’ failures because
A service description storageontains service descrip-  they do not renew their leases with the lookup service. The
tions (like name of the service, package-path, used and promonitors will choose new nodes for the application services
vided interfaces, deployment constraints, etc.) for all ser- and start new instances there. Figure 2 shows this scenario.
vices which have to be executed. Each instance of the serNote the displayed monitor and lease periods, which influ-
vice description storage contains one replica of the serviceence the achievable degree of availability.
descriptions. A strong consistency model for these data is
required since a weaker consistency model would result in| _appix | | _Monitor_| | Lookup
a possible loss of service descriptions in case of failures. : ‘
This in turn would cause the unavailability of the affected
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The availability of the services will be checked periodically.

The detection speed of service failures can be configured - navlable stat

by changing this period. If more than one instance of one [ _apix : e j | ‘ |

specific application service has to be executed in the sys- ! ! !

tem, each instance is monitored by a different monitor. To Figure 2. Node Failure

control which monitor is supervising which service, every

monitor needs to acquire a responsibility for a service (i.e. In the case of a failed responsible monitor and failed

to assure a new instance is started, if a service instance isnonitored services the responsibility lease of this moni-

not available). tor times out and another monitor steps in. This monitor
These responsibilities are stored imanitor responsi-  replaces the failed monitor, and starts supervising the cur-

bility storage Responsibilities are accompanied by a con- rently unmonitored services which includes starting new in-




stances when needed. Figure 3 shows the leases and thadependent of each other. Thus the availability provided

events in a condensed form. by the architecture is sufficient. If a service instance fails,
another instance can be used.
service lease LS lease If a used stateful session service instance fails, just using
| _ | b another service instance from thereon does not work. Es-
responsibility lease sentially the last state of the failed service instance must be
1 | | recreated on the newly used service instance. Thus the his-
node failure  new resp. monitor  service restarted tory (relevant actions) until the point of failure needs to be
Figure 3. Monitor Failure replayed.

To achieve reliability for entity services it is necessary to
During a network partition failure, communication is replicate copies of the entity over a number of nodes to be
on|y possib|e inside the different partitions and no commu- able to mask failures. Addltlonally the consistency of these
nication can cross the borders between the different parti-entities according to a suitable consistency model must be
tions. assured. This replication is highly application-specific and
A monitor, which has been responsible for services in thus no general solution can be given. For example in our
the Comp|ete network, is in one part of the System during architecture we have data with two very different require-
the partition. In this part the monitor recognizes the absencements (service descriptions and monitor responsibilities)
of some monitored services and restarts them. In the othehich can be provided by appropriate consistency models
parts the monitor’s responsibility times out, other monitors (Se€ section 5).
step in, and create all needed service instances. Thusineach The implementation of the above mentioned concepts
partition a responsible monitor and all service instances areleads to a reliable system, but unfortunately the maintain-
available after a certain amount of time (cf. Figure 3). ability of the resulting system deteriorates. We propose the
After reuniting the different partitions, the responsibility usage of the smart proxy pattern to encapsulate the com-
storages are merged to determine a new unified responsibl@leXities of achieving reliability. Since the proxy does not
monitor. This new monitor takes over the service instancesfail independently of the using application, the client does
started by the other responsible monitors in the other par-not need to handle a failed proxy. Thus a service client only
titions. Additionally it can consolidate the number of ser- needs to know the interface to the service and nothing about
vice instances in the reunited network. The monitors for- the different means of accomplishing reliability. It uses the
merly responsible in the other partitions stop monitoring Smart proxy via an interface and all additional processing
their started service instances. for reliability is done internally in the smart proxy (see Fig-
As seen the availability of application services (and the ure 4).
Mean Time to Repair (MTTR)) can be configured by chang-
ing the lease given by the Jini lookup service, the monitor-
ing period and the responsibility lease. Therefore the pro-

posed architecture can be customized for a high degree o Dt i "

availability. :
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4.2. Reliability Figure 4. Smart proxy
The presented architecture ensures the availability of the
application services in the system. Nevertheless for each5. Design of Infrastructure Services
application service there must exist a concept to achieve the
required degree of reliability based on the availability pro-
vided by the architecture. Different categories of services
require different approaches to achieve reliability.
According to [3] services can be categorized in terms
of modeling anentity or containing an activity gessioi
A session service may either be stateless or stateful. TheService Description Storage This storage contains the
state of a session is the history of relevant actions executeddescriptions of the services which must be available in the
throughout this session. If an action is independent of thesystem. These descriptions are replicated in the system on
previous actions, the service is stateless, if not it is stateful.a number of service backends. A strong consistency model
An entity service always has a state (its local data). is required for this replication. Write operations are only
For stateless session services it is irrelevant which ser-executed by an administrator whereas read operations are
vice instance is used for a given action, since the actions araegularly executed by the infrastructure services.

In the following we further describe in detail the design
of two infrastructure services. These services serve as ex-
amples how to achieve the required degree of reliability for
entity services according to the last section.



Since changes in the service descriptions happen rarelythe requester get the responsibilities stored in every storage.
the number of read operations on these descriptions surSince the number of storages is unknown in case of fail-
passes the number of write operations. For a certain degre@res a timeout is used to finish waiting for responses. After
of the system’s reliability, it is necessary that the read opera-that, all storages and the requester do a decentral majority
tions of the infrastructure services succeed with a very highvoting on the received data. In case of parity each partici-
probability in case of failures whereas the write operations pant chooses the data with the highest hashcode to achieve
are unimportant. To exploit this bias for read operations we a consistent result. A write operation simply sends a write
have chosen to implement thesighted votingpproach [5] multicast message which is processed by all storages, which
which provides sequential consistency. receive the message.

This approach offers the possibility to configure the reli- Before a globally consistent state is reached there may
ability, based on the assumed distribution of read and write exist local inconsistencies. For example, during a network
operations. Each node has a number of votes to weight itspartition failure the local data in the storages in the different
data. Additionally this number of votes can be changed to partitions diverge because updates are only visible within
match the reliability of that node. The weighted voting ap- one partition. After the failure is repaired the conflicts be-
proach uses a voting where the needed reajldnd write tween all partitions are resolved by the next read operation.
guorums f,,) can be adjusted as long as read-write quo- After the decentral majority voting the data of only one par-

rums @, + n, > n) and write-write quorums2,, > n) tition holds, the others are discarded. Therefore only one
overlap to prevent inconsistencies { number of votes).  monitor is responsible for a specific service description. All
For our scenario we choose a high, and a lown,. to other, former responsible monitors notice their responsibil-

achieve a high probability for a successful read operation. ity loss on their next responsibility check.

Multiple node failures can be masked as long as the re-  From a user point of view this complex dealing with mul-
quired number of votes is available to reach the requiredticast messages and the voting is completely encapsulated
guorum. In case of a network partition read operations arewithin a smart proxy.
possible in every partition containing more thap votes.

Write operations are only possible in the rare case that one6. Related Work
partition contains more tham,, votes.

The weighted voting approach is implemented in a smart
proxy. Thus a client does not need to know about the spe-
cific implementation; it just calls read and write operations
on the proxy and all replication and consistency manage-
ment is done internally.

In the Jini-context the problem of availability is some-
what supported by use of the RMI-Daemon [15]. This dae-
mon supports the on demand creation of remote objects.
Additionally if the node fails, after a reboot and a restart of
the daemon all remote objects are recreated. Nevertheless
this daemon only restarts the remote objects on the same
node. Therefore this is not a solution if a node fails perma-
Monitor Responsibility Storage  Storing the monitor re-  nently or if the remote objects should be available during
sponsibilities is a problem similar to storing the service de- the repair of the node.
scriptions. In contrast write and read operations are equally  The RIO-Project [14] uses a somewhat similar approach
important. In case of failures it is necessary that anothercompared to ours. One single monitor is loaded with the
monitor can take over the responsibility of a broken monitor service descriptions and ensures the availability of the con-
and needs to write that information back into the responsi- tained services in the system. The fact that the service de-
bility storage. scriptions are only available inside of the monitor makes the

Therefore we can weaken the consistency requirementamonitor a single-point-of-failure in the system. If the moni-
for the responsibility storage to be able to read and write tor process fails, the service descriptions are lost since they
to it anytime especially in the failure case. An appropri- are not replicated. No other monitor can use those service
ate weaker consistency modelegentual consistendi6]. descriptions and replace the existing monitor without man-
Eventual consistency demands that in absence of write op-ual intervention. Thus the reliability of the RIO approach
erations the storages eventually stabilize in a globally con-depends heavily on the reliability of one monitor instance.
sistent state after a certain amount of time. Additionally during a network partition failure the approach

Our approach to achieve eventual consistency is based omloes not work since the monitor instance cannot be in more
multicast messages and a decentral majority voting on everythan one partition of the network. Hence this approach is
responsibility storage in the network. Because of the multi- not applicable for dependable systems.
cast messages, every message is received by every storage. The Master-Slave pattern [2] can be applied when ser-
Thus, in case of a read operation, all available storages revices are replicated and a result must be selected which is
ceive the read request and respond by returning their localreturned to the client. This is similar to our smart proxy
data as a multicast message. Therefore every storage andpproach. The slaves are the different service instances



whereas the smart proxy is the master in our approach. Theand Matthias Meyer for comments on earlier versions of the posi-
Master-Slave pattern is aimed at stateless session servicei#n paper.
whereas our approach can also be used for the consisterﬁ f
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