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Abstract—A significant change in the development and ap-
plication of artificial intelligence (AI) systems is the transition
from non-agentic to agentic AI. Non-agentic AI systems, such as
prompt-based language models and classical machine learning
models, operate reactively, producing outputs only in response
to inputs. They lack long-term memory, long-term goals, or
the capacity to act independently. Agentic AI systems, on the
other hand, are made to act more autonomously through goal-
setting, multi-step planning, tool use, memory storage, and action
execution in physical or virtual environments. This paper aims
to explain the emergence of agentic AI, distinguish it from
non-agentic AI, and examine the new security and governance
challenges arising from this novel mode of operation. The
approach used in this paper includes research about intelli-
gent agents, large language models (LLMs) based agents, AI
security, and governance frameworks. The paper also highlights
how autonomous behaviour increases AI attack surface, shifts
security concerns, and focuses from isolated model errors to risks
involving decision-making logic, persistent memory, delegated
permissions, and long-running agent behaviour. Finally, the paper
argues that although agentic AI may increase the threat surface,
it can be deployed responsibly provided that appropriate system-
level safeguards are in place. This highlights the need for new
or extended security and authorisation frameworks focusing
specifically on agentic AI.

Index Terms—Agentic AI, Autonomous systems, Trusted Del-
egation, AI safety, ML models.

I. INTRODUCTION

Originally, AI was developed to support human decision
making rather than to autonomously replicate or replace it [1].
Traditional AI systems, including rule-based expert systems,
decision trees, and supervised learning models, operate under
strict human supervision and perform predefined tasks within
well-defined contexts [1], [2]. Although statistical learning and
deep neural networks matured, their deployment remained un-
changed, namely, non–agentic [3]. The models receive inputs
and generate outputs, leading to execution getting terminated
without maintaining persistent goals, memory, or control over
external activities [3]. The large language models (LLMs)
currently in use exhibit advanced reasoning and generative
capabilities. However, when deployed as chatbots or decision
support tools, they remain fundamentally reactive: they do
not initiate actions, pursue independent goals, or interact with
external systems unless explicitly instructed to do so [4], [5].

The growing complexity of real-world digital environments
has exposed fundamental limitations of non-agentic AI. Do-
mains such as enterprise operations, cybersecurity defence,
cloud orchestration, scientific discovery, and cyber-physical

systems increasingly require advanced reasoning, multi-step
task execution, and coordination across heterogeneous tools
and services [6], [7]. These operational requirements led to
the emergence of agentic AI.

Agentic AI systems differ from conventional AI systems in
their ability to formulate goals, plan multi-step actions, main-
tain persistent memory, and execute actions in external envi-
ronments through tools, application programming interfaces
(APIs), or actuators [8]. The architecture of these systems
comprises reasoning engines, orchestration layers, memory
subsystems, and execution interfaces, enabling them to operate
continuously and adaptively within dynamic environments [9].
This development represents a fundamental shift in AI capabil-
ity: rather than optimising isolated predictions, such systems
manage decision-making processes over time. As a result,
agentic AI is more in line with the ideas of intelligent agents
in autonomous planning and multi-agent systems (MAS) [8].

While autonomy opens the door for new, powerful appli-
cations, it also changes the AI security and risk landscape.
Non-agentic AI security research has traditionally focused on
data- and model-centric threats, such as data poisoning, model
extraction, and privacy leakage [10], [11]. Agentic AI intro-
duces behaviour-centric threats that arise from the system’s
ability to act, remember, and pursue goals over time. These
include prompt injection attacks that manipulate agents’ goals,
memory poisoning that alters future behaviour, unauthorised
or unsafe action execution via tools, and cascading failures in
multi-agent environments [12], [13], [14].

Seen in this light, reinforcement learning (RL) helps explain
why agentic AI emerged but also why RL cannot, by itself,
address the demands of modern autonomous systems [15]. RL
demonstrated that goal-directed behaviour over time is both
feasible and valuable, yet its reliance on closed environments,
fixed reward specifications, and offline optimisation exposed
practical limits when systems are deployed in open, evolving
digital infrastructures [16].

More recent work on deep RL, hierarchical RL, and multi-
agent RL has moved closer to agentic characteristics by
enabling longer-horizon planning, partial observability han-
dling, and decentralised coordination [15], [16]. Nevertheless,
these systems still differ fundamentally from contemporary
agentic AI architectures. While agentic AI systems pursue
dynamically changing goals, use symbolic reasoning, preserve
long-term memory, and dynamically call external services via
APIs and tools, RL agents, on the other hand, optimise a



single, explicitly stated reward signal [15], [17]. In this way,
agentic AI can be viewed as a hybrid system that integrates
deliberative planning, language-based reasoning, and system-
level orchestration with elements of decision-theoretic control
from RL [15].

Agentic AI offers compelling advantages in scalability,
adaptability, and resilience that are increasingly indispensable
in modern digital infrastructures. Continuous monitoring, au-
tonomous remediation, adaptive decision-making, and work-
flow orchestration are difficult to achieve on a scale through
human oversight alone [18], [19]. As such, the central research
challenge is not whether agentic AI should be adopted, but
how autonomy can be constrained, governed, and secured
without undermining its benefits. This paper addresses this
challenge by systematically analysing the motivations behind
agentic AI, contrasting it with non-agentic systems, examining
the unique security risks introduced by autonomy, and synthe-
sising emerging defence mechanisms and research gaps. By
doing so, it lays a theoretical foundation for future work on
secure, trustworthy, and governable agentic AI systems.
Contributions. This paper provides four contributions:

• Analysis of different security risks and defence challenges
faced in agentic AI, such as prompt injection, memory
poisoning, and privilege escalation;

• Evaluation of various defence strategies and mitigation
approaches required for agentic AI systems and why
existing approaches are insufficient for such systems;

• Evaluation of the challenges associated with integrating
security mitigation strategies into AI agentic systems;

• Identification of research gaps and highlighting the need
for enhanced versions of existing mechanisms, giving rise
to new research directions.

II. BACKGROUND AND CONCEPTUAL FOUNDATIONS

A. Non-agentic AI Systems
Non-agentic AI systems are defined as stateless systems

having reactive behaviour [4]. They generate outputs based on
the inputs, without maintaining persistent goals or executing
autonomous actions. Some examples include supervised learn-
ing models used for classification, recommendation engines,
and LLMs deployed in advisory roles without task execution
capabilities [10], [14]. These systems produce deterministic
outputs and operate under human supervision without affecting
the environment beyond pre-defined instructions [4].

Non-agentic AI has well-researched security risks. Data
privacy breaches can occur via membership inference or model
inversion attacks [13]. Adversarial inputs can be crafted to
mislead models [12]. Model extraction attacks may allow
adversaries to reconstruct proprietary models through API
queries [20]. Since these systems do not behave autonomously,
associated threats can often be mitigated through procedural
oversight [18]

In real-world scenarios, non-agentic AI systems remain
valuable when requirements include human-supervised, se-
quential decision-making tasks, such as spam filtering and
customer support chatbots [14].
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Fig. 1. Reactive non-agentic AI versus Goal-driven agentic AI

B. Agentic AI Systems

Agentic AI extends the notion of non-agentic systems:
agentic AI systems behave beyond reactive computation. They
are autonomous systems integrating perception, reasoning,
planning, and action execution [3]. Unlike non-agentic sys-
tems, agentic AI systems create multi-step plans and retain
memory to inform future decisions [3], [19]. Architecturally,
they combine reasoning engines, orchestration layers, memory
stores, and tool interfaces [19].

Autonomous execution facilitates interactions with software
systems, APIs, or physical actuators [19], which contrasts with
how non-agentic systems operate. But they also expand the
threat surface, thus requiring runtime governance, behaviour
monitoring, and identity management [1], [19].

Figure 1 shows an operational diagram that depicts the
key distinction between agentic AI (on the right) and non-
agentic AI (on the left). Agentic AI systems are goal-driven.
Agentic systems begin with a goal and leverage their strategy-
building capabilities to decompose it into subtasks. They then
execute these tasks using available tools and APIs, observing
the outcomes and storing them in memory. This feedback
allows the agents to learn and refine their strategies, improving
efficiency in achieving their goals [4], [19]. In agentic AI
systems, strategy is determined by their goals, inputs, and
adaptation process

In contrast, non-agentic AI systems exhibit linear, reactive
behaviour: they process given inputs to produce corresponding
outputs without altering their strategy, and execution termi-
nates thereafter. Such systems are stateless, lacking persistent
memory and any capacity for autonomous operation.Every
interaction is independent and requires human intervention to
continue [4], [19]. In non-agentic AI, strategy is decided based
on the inputs given by humans.

Table I grades an AI system’s agentic strength from “Basic”
to “Fully Autonomous” [29], [30], [26]. Suppose our goal
is to book a flight In Low Agenticness (Basic to Moderate
Autonomous), an agent finds flights, but the human must
enter details into the website and pay. In High Agenticness
(Moderate Autonomous to Fully Autonomous), an agent looks
up the calendar, finds the best flight, calls the booking API,
pays with a virtual credit card, and updates the calendar with
confirmation, adapting if the first flight is sold out.



TABLE I
RUBRIC FOR AGENTICNESS

Dimensions Basic Moderate Autonomous Fully Autonomous
Autonomy [21], [22] Requires constant hu-

man intervention
Operates on its own for most of the task but
requests human input only during blockers

Fully independent and requires human oversight only
for critical final approvals

Goal Orientation [23] Responds to one in-
teraction prompt

Sets a primary goal and breaks it down into
2-3 logical sub-tasks

Based on the goal, it breaks the goal into sub-tasks
and re-prioritises tasks based on evolving context

Reasoning and Plan-
ning [24], [25]

Basic reasoning Uses chain-of-thought to plan steps and has
basic self-correction

Develops complex, multi-step strategies; learns from
failures to adapt future plans

Tool Use [25], [26] No tool integration Calls APIs/tools to retrieve data or perform
basic tasks (e.g., search, email)

Dynamically selects, uses, and chains multiple tools
(e.g., browsing, coding) without prompt guidance

Memory [25], [27] Zero memory and ev-
ery turn is new

Maintains short term memory Uses long term memory to save history across sessions

Safety and
Guardrails [28]

Basic built-in safety
controls

Uses hard-coded safety rules (e.g., “do not
pay above £300”)

Detects ethical, safety, or privacy issues and stops
actions that might cause harm for review

C. Case Study

To explain the key differences between the two systems,
we selected a scenario that demonstrates the capabilities of
agentic AI systems that non-agentic AI systems lack [4], [19],
[31], taking as an example an Enterprise Compliance and
Regulatory Change Management system that was previously
non-agentic [32], [33]. Suppose a bank operates in multiple
countries, and each country has its own regulations. If the bank
fails to comply with the regulations of some countries, that
could lead to legal and financial issues for the company [34].

In a non-agentic system for this scenario, a compliance offi-
cer would get an update regarding a change in regulation [34].
This officer can ask the non-agentic system to summarise the
change, the category of customers getting impacted, and what
they are required to do. In response, the non-agentic system
may reply with: a summary of the change, a list of existing
category ‘A’ customers that would be impacted, and how such
customers would need to re-verify their identity within 90
days using the Know Your Customer (KYC) feature [31], [35].
The system replies to the tasks one at a time, and stops after
all output is produced, i.e., it does not do anything further,
decide what needs to be done next, or start the re-verification
process on its own. In this scenario, the human operator (i.e.,
the compliance officer) is required either to tell the system
what to do next or to do it themselves. Although such a non-
agentic system can support human operators, it cannot work
on its own, since human intervention is required at all times.

In contrast, an agentic AI system based on the same
scenario would start with creating sub-tasks, such as: (i) do
continuous monitoring and detect any new change as soon as
it comes (without any human intervention) (ii) create a list
of impacted category ‘A’ customers and then initiate re-KYC
for impacted customers; (iii) collect the KYC documents;
(iv) send results with the list of impacted customers; (v)
prevent deadline breach, etc. While executing, if any sub-task
(which may impact the overall goal) is unachievable under the
current strategy, agentic systems can autonomously adapt the
strategy, unlike non-agentic systems, which rely on pre-defined
rules/tuning (i.e. they require outside involvement).

Several articles address real-world implications of this case
study, in which banks have updated their systems to agentic

AI systems or are in the process of doing so. Verhagen et
al [34] states that, according to Interpol, banks can detect
only two per cent of financial crime flows, despite significant
expenditure on the KYC process. Another article [35] talks
about a financial service company that has upgraded its KYC
process with agentic AI, and they were able to handle 3.5
times more cases per month, and processing time dropped to
2-4 hours from 5-7 days, with 99.2% of accuracy achieved in
the document checking process.

III. RELATED WORK

Previous research in intelligent agents, autonomous plan-
ning, and multi-agent systems (MAS) provided the early
foundation to agentic AI. Such research shows that agents are
entities capable of perceiving their environment and acting on
it to achieve their goals [2]. Long before LLMs were intro-
duced, other models such as Belief–Desire–Intention (BDI)
models laid the theoretical groundwork for autonomy [1], [2].
In previous studies, the primary focus has been on correctness,
coordination, and efficiency, with security receiving compara-
tively less attention.

With the rise of machine learning, particularly deep learn-
ing, research attention shifted towards the security of non-
agentic AI systems. Extensive literature exists on adversarial
examples [3], [4], [5], [6], [7]. However, these works assume
AI systems do not autonomously execute actions or maintain
persistent goals. They assume systems to be: reactive, stateless,
and non-autonomous. As a result, the proposed defences, such
as adversarial training or differential privacy, are insufficient
for agentic deployments.

Recent work also examines LLM agents and tool-augmented
reasoning systems. Research on LLM agents shows us that
they have the capabilities which can be useful in agentic AI
systems [8]. Existing frameworks, such as ReAct, integrate
reasoning with action execution, enabling agents to interleave
decision making with tool use [9]. Similarly, Voyager demon-
strates how large language models can support open-ended
exploration and self-directed skill acquisition [36].

Literature also positions RL as a bridge between non-
agentic AI and fully agentic AI [23]. Traditional RL has been
applied to sequential decision-making tasks in which an agent
interacts with a fixed environment and optimises cumulative



reward, as seen in early robotics and game-based domains [15].
However, such systems typically rely on externally defined
reward signals and fixed state–action mappings, with limited
context awareness or adaptive long-term goal formulation [15].
In the context of LLMs, RL has been used to fine-tune
models for interactive behaviours [15], [16]. Recent surveys
highlight that agentic RL reframes conventional RL by treating
the environment as partially observable, enabling adaptive
behaviour spanning planning, tool use, memory, and multi-
task coordination [16].

Building on this perspective, current research increasingly
integrates RL into larger agentic architectures that combine
RL with reasoning, memory, and external tool interfaces. For
example, recent empirical studies show that RL can enhance
LLM agents’ reasoning efficiency and tool-use performance, if
provided with careful design of training and reward structures
that account for long-horizon dependencies [15], [16].

Yet, even as RL algorithms evolve to support multi-turn,
multi-task strategies in agentic RL frameworks [16], [23],
the literature acknowledges that fully autonomous systems
require hybrid designs, like LLM reasoning cores combined
with RL policies, persistent memory, and policy optimisation
mechanisms in open environments [23]. These hybrid systems
reflect the transition from non-agentic reactive models towards
architectural autonomy.

In response to emerging threats, several governance and
risk-management frameworks have emerged. Industry and
regulatory efforts such as NIST’s AI Risk Management Frame-
work (AI RMF) [12], and MITRE’s ATLAS [37] provide struc-
tured taxonomies of AI risks and adversarial techniques [20].
Gartner’s Trust, Risk, and Security Management (TRiSM)
framework [38] focuses on organisational controls, monitor-
ing, and compliance for deployments involving AI [18].

Other initiatives, such as AGENTSAFE [39] and work on se-
cure agent orchestration, try to formalise control mechanisms
for autonomous AI systems [18], [19]. These mechanisms
introduce concepts such as runtime policy enforcement, scoped
autonomy, and human-in-the-loop oversight. However, existing
frameworks are high-level and descriptive, i.e., they lack
formal threat models, proper metric evaluation and verified
security guarantees associated with agentic AI [18], [19], [40].

As literature reveals, the research is fragmented. Even
though agentic AI is becoming more popular, there are still
several open research gaps: (i) There is a lack of formal
threat models that focus on autonomous, goal-driven AI sys-
tems, since existing AI security frameworks largely talk about
software security, taking non-agentic AI assumptions into
account; (ii) Evaluation methodologies for agentic AI secu-
rity are largely absent, making comparative analysis difficult;
(iii) Explainability and accountability mechanisms for agentic
decision-making remain underdeveloped, particularly in multi-
agent settings where responsibility is distributed across inter-
acting entities; (iv) Identity and access management models
for autonomous agents are still immature; (v) Regulatory and
ethical frameworks lag technological developments, leaving
open questions about liability, compliance, and societal impact.

IV. METHODOLOGY

To address the research gaps mentioned above, we formu-
lated the following research questions (RQs):

• RQ1: What are the security risks and mitigation strategies
possible in agentic AI systems?

• RQ2: What are the challenges organisations are facing in
integrating mitigation strategies into agentic AI systems?

• RQ3: How can we take advantage of agentic AI’s capabil-
ities with proper approaches if incorporated in real-world
scenarios despite having security risks?

We selected papers that closely align with our research using
the following terms: “agentic AI”, “non-agentic AI”, “au-
tonomous systems”, “reinforcement learning”, “RL”, “trusted
delegation”, “large language models”, “LLMs”, “stateful vs
stateless”, “reactive behaviour in non-agentic AI”, “threat
models for agentic AI”, “security and mitigation approaches
for agentic AI”, “OAuth and trusted delegation”, “defence
challenges in agentic AI”, “multi-agent systems”, and “MAS”.

For our research, we used IEEE Xplore, Science Direct, and
ACM DL. We identified 60 relevant papers for our analysis,
of which 40 were used in the research and helped inform
our literature review. The remaining 20 papers were excluded
using abstract filtering.

V. RESULTS

Agentic AI systems introduce risks that are distinct from
those of non-agentic AI systems. Unlike old attacks that
target model outputs, agentic attacks may exploit the decision-
making loop of the agent [4].

A. Major Security Risks Associated with Autonomous Systems

Table II highlights the major security risks affecting agentic
and non-agentic AI systems and how the behaviour of these
risks differs in both systems.

1) Unauthorised Action Execution: Like non-agentic AI
systems, agentic AI systems can initiate sequences of actions
across systems [3]. If an agent is compromised, malicious
actors can manipulate it to execute unauthorised commands,
potentially across internal and external infrastructure [8], [9].
For instance, like non-agentic AI, an agentic AI deployed in
cloud orchestration could maliciously delete critical resources
or reconfigure network policies, resulting in cascading fail-
ures [8]. However, the situation can be serious in agentic
AI systems because they can store information in long-term
memory and create sub-tasks based on the goal (unlike non-
agentic systems). An example of this risk class is prompt
injection attacks, in which malicious inputs can manipulate
agent reasoning and decision pathways.

2) Privilege Escalation via Tool Misuse: In agentic AI
systems, agents often interact with tool APIs and external
services to perform multi-step tasks [9]. There is a possibility
of broad permissions being granted to facilitate autonomy.
If an attacker gains control of the agent, tool misuse may
escalate privileges beyond intended scopes, enabling access
to sensitive systems, credentials, etc. [9]. Traditional Role-
Based Access Control (RBAC) is insufficient in this context,



TABLE II
COMPARISON OF SECURITY RISKS IN NON-AGENTIC AND AGENTIC AI SYSTEMS

Risk Category Non-agentic AI Agentic AI Explanation
Unauthorised
Act Execution
(incl. Prompt
Injection)

The attack can cause incorrect out-
puts or misclassification [3].

It manipulates long-term goals, decision-
making, or planning loops [3].

In agentic AI systems, a single malicious
prompt can propagate through planning and
tool execution layers, causing failures or mis-
aligned actions [3], [8], [9], [10].

Tool Misuse /
Privilege Esca-
lation

Not applicable since there is no au-
tonomous action execution [19].

In agentic AI systems, an attack can
cause unauthorised execution of system-
level tools, APIs, or external services [19].

Autonomous agents with broad permissions can
unintentionally escalate privileges or execute
harmful operations without oversight [19], [20].

Memory
Poisoning

Not applicable, as the systems are
stateless [1].

The attack can lead to persistent manipu-
lation of intermediate reasoning, contextual
knowledge, or long-term preferences [3].

In agentic AI, attacks can affect future actions,
e.g., create systematic misbehaviour, or affect
multi-agent coordination [1], [3], [13], [41].

Goal Manipula-
tion / Drift /
Misalignment

Not possible because the goals are
externally imposed and static [8],
[42].

The attack can induce progressive diver-
gence between the agent’s intended goal and
its actual behaviour due to environmental
influences or malicious inputs [42].

The attack may spread over multiple steps,
leading to unsafe behaviours in complex envi-
ronments [8], [9], [42].

Complex
Multi-Agent
Vulnerabilities

Non-agentic systems are not affected
due to the limitation to single output
or immediate system impact [8].

Attacks can cause system-wide damage due
to their multi-agent, cross-tool, or cross-
domain effects [8].

Agentic AI attacks can affect multiple au-
tonomous agents, thus increasing risk [8], [9],
[14].

Identity,
Authentication,
and Lifecycle
Risks

Non-agentic systems execute prede-
fined logic and have no self-directed
behaviour [12], [20], [43].

Agents in an agentic environment act as
first-class digital identities with delegated
entitlements [12], [20], [43].

In agentic systems, risks of misuse, escala-
tion, and accountability gaps increase due to
complex delegation, dynamic credentials, and
context-specific authority [12], [20], [43].

as agents in agentic AI systems require fine-grained, context-
aware permissions [12], [20].

3) Memory Poisoning and Goal Manipulation: In agentic
AI systems, persistent memory plays a central role in storing
contextual knowledge, intermediate reasoning steps, and long-
term preferences [41]. While this supports long-term learning
and adaptive behaviour, it also exposes the agent to memory
poisoning attacks, in which malicious data alters reasoning
paths [41]. Similarly, goal manipulation attacks exploit prompt
injection vulnerabilities, leading to subtle modifications in the
agent’s goals subtly over time, potentially causing systematic
drift from intended behaviour [42]. In MAS, a single compro-
mised agent can propagate erroneous strategies across peers,
amplifying systemic risk [42].

4) Complex Multi-Agent Vulnerabilities: When multiple
agents operate in an environment where coordination is cru-
cial, inter-agent dependencies increase the potential impact
of attacks. For example, a compromised agent propagating
false information could lead other agents to execute unsafe
plans. These failures introduce risks that can lead to systemic
failures in distributed control systems [14]. Existing security
frameworks do not sufficiently address adversarial dynamics
in multi-agent interactions.

5) Identity, Authentication, and Lifecycle Risks: Agentic AI
poses new security risks to existing identity and access control
mechanisms. Agents often operate with broad permissions to
function effectively, but this violates the principle of least priv-
ilege [14]. Treating agents as first-class digital identities intro-
duces unresolved challenges regarding authentication, autho-
risation, accountability, and lifecycle management [12], [20].
Unlike static user accounts, agents are short-lived, adaptive,
and autonomous, and therefore require continuous integrity
verification and policy constraint enforcement [19]. Failure to
enforce proper identity management could allow unauthorised
access, privilege abuse, or misattribution of agent actions [44].

B. Defence Strategies and Mitigation Approaches
Mitigating security risks in agentic AI requires solutions

beyond traditional input-output security models [18]. Several
key mitigation strategies are outlined below.

1) Runtime Governance: Runtime governance enforces
policy-based constraints on agent actions in real time [11],
[18]. Enforcement layers monitor all tool invocations, mem-
ory accesses, and goal-directed decisions, intercepting unsafe
or non-compliant actions before they propagate. Runtime
governance can include dynamic rule-checking, pre-commit
validation, and automated rollback mechanisms, ensuring that
autonomy operates within a secure envelope [12], [18], [42].

2) Behavioural Monitoring and Anomaly Detection: Mod-
elling normal agent behaviour, such as action sequences,
tool usage patterns, or trajectories in goal evolution, can
help us proactively identify deviations indicative of com-
promise [19]. Advanced approaches include: (i) Sequence
anomaly detection: identifies unusual API calls or planning
step sequences [4], (ii) Goal consistency monitoring: ensures
that the agent’s high-level goals remain aligned with the
intended parameters [19], (iii) Inter-agent behaviour corre-
lation: detects abnormal influence propagation across multi-
agent systems [14]

3) Scoped Autonomy and Sandboxing: The approach limits
the blast radius of agent actions, thus preventing small mis-
alignments from escalating into system-wide failures. Tech-
niques include: (i) Using sandboxed execution environments
for tool or API interactions [19], [23], (ii) Defining scoped
permissions that dynamically adjust based on task require-
ments [23], (iii) Simulation-based testing, where potential
plans are evaluated in a virtual environment before deploying
them to production [19].

4) Human-in-the-Loop (HITL) Oversight: HITL is an im-
portant approach, especially for high-impact operations. The
approach does not alter autonomous behaviour, but it in-



troduces selective oversight. It allows agents to work in-
dependently within safe boundaries, while escalating high-
risk decisions to human operators [23], [40]. For example,
if a user wishes to book a flight for less than £300, the
system can search for available options. However, if the system
were about to perform a high-risk task (such as paying for
the booking), HITL oversight could be helpful, for instance,
the system notices that the payment would be above £300.
Thus, selective oversight can serve as an additional layer of
protection, mitigating situations that may lead to adverse or
unintended consequences.

5) Scalable Oversight: As mentioned above, using HITL
oversight for selective operations can be a good defence. How-
ever, in agentic AI systems, this can also create challenges for
humans [45], [46], as agents operate rapidly and dynamically
spawn multiple sub-agents, making it cumbersome to monitor
or approve each one individually. Hence, as a good defensive
strategy, scalable oversight can be employed, which involves
AI checking at AI. This method can protect systems, as one
agent can judge over decisions taken by another agent at
runtime (which can be missed by humans) [45], [46].

6) Memory Integrity and Verification: Some techniques can
be used to prevent memory poisoning [41]: (i) Cryptographic
primitives can be used to ensure the integrity of the stored
memory, (ii) Memory snapshots with versions included can
help the system to rollback to verified safe states.

7) Identity and Access Control Enhancements: To se-
cure agents as digital identities, the following ways can be
used [12], [20]: (i) Authenticate continuously using cryp-
tographic primitives, (ii) Policy-based access tokens can be
incorporated to limit privileges dynamically, (iii) Audit logging
and non-repudiation mechanisms can be introduced to track
agent actions across their lifecycle.

C. Challenges

While many security mitigation strategies have been pro-
posed for agentic AI systems, their practical integration into
existing standards and frameworks remains limited [11], [18],
due to several challenges.

1) Lack of Standardisation and Formal Specifications:
Existing frameworks, such as NIST AI RMF, TRiSM, and
AGENTSAFE, were primarily developed keeping the notion of
non-agentic AI systems as the center [11], [12], [18]. They ma-
jorly focused on: model evaluation metrics, data privacy, audit
logging, and access control for human users. But agentic AI
systems introduce a very different environment, which creates
new attack surfaces not addressed by current standards [14].
For instance, (i) Runtime governance for multi-step execu-
tions has no formal definition in existing policy frameworks,
(ii) Behavioural anomaly detection is context-dependent and
cannot easily scale across different agent architectures, (iii)
Autonomous agents require continuous monitoring and dy-
namic privilege management that further requires real-time
orchestration mechanisms, which are absent in conventional
AI governance standards. This absence of formalised spec-
ifications makes integrating mitigation strategies non-trivial

since there are no universally accepted baselines or compliance
metrics for autonomous behaviours [23].

2) Complexity of Multi-Agent and Dynamic Environments:
Agentic AI systems frequently operate in multi-agent envi-
ronments where agents coordinate across tools, APIs, and
even physical actuators. Mitigation strategies at runtime must
account for inter-agent influence propagation [14], cascading
failures from compromised agents [14], [19], and dynamic
modification of agent capabilities [23].

Existing standards assume isolated model behaviour rather
than an interactive behaviour [12]. Integrating scoped auton-
omy, behavioural monitoring, and identity management in such
dynamic ecosystems is challenging because (i) policies must
adapt in real-time to evolving threats, (ii) risk assessment
needs to model multi-agent interactions, which is computa-
tionally tricky, and (iii) current auditing frameworks do not
support distributed accountability in agent networks [18], [20].

3) Trade-offs Between Autonomy and Security: The main
challenge is how to balance the benefits of autonomy with
security constraints. There are many mitigation strategies, such
as HITL oversight or sandboxing, which introduce latency,
reduce flexibility, and add operational complexity [40]. How-
ever, runtime enforcement may prevent agents from executing
complex actions, limiting adaptability in novel situations [18].
Additionally, HITL oversight may slow down real-time inci-
dent response, reducing the operational advantage of agentic
autonomy [40]. Finally, scoped permissions and sandboxing
will require a fine-grained understanding of context-specific
requirements, which is often unavailable or hard to gener-
alise [23], [47]. Today’s standards and frameworks do not
consider how these trade-offs can be handled [42].

4) Integration Across Heterogeneous Systems: Agentic AI
systems often interact with a wide range of environments and
domains [19]. Each domain has its own security protocols
and standards, which further create integration challenges,
including: (i) behavioural anomaly detection models need
cross-domain training to avoid false positives [47], (ii) memory
verification mechanisms must maintain integrity while being
compatible with diverse storage formats and tools [41], and
(iii) runtime governance must be consistent with different
authentication mechanisms, APIs, and network configurations
as per requirements [12], [20].

Existing frameworks are not designed for cross-domain
orchestration, making comprehensive integration of mitigation
strategies an ongoing research challenge [7], [14].

5) Limitations in Verification and Assurance: Ensuring that
mitigation strategies are effective, provable, and reliable is
difficult due to the complex behaviour of autonomous agents
that cannot be predicted, as well as attackers’ evolving ways to
bypass runtime constraints, memory checks, and behavioural
monitoring [5], and a lack of formal verification tools for goal-
directed, multi-step planning in agentic AI [47].

D. Current Research Directions

To address the challenges mentioned above, the following
approaches are currently being explored.



1) Frameworks for Formal Runtime Governance: Re-
searchers are developing policy-as-code systems to support
real-time enforcement of constraints on agents’ actions, which
can help organisations to automate, manage, and enforce
policies via Continuous Integration/Continuous deployment
(CI/CD) pipelines [18]. To balance autonomous behaviour and
safety, researchers are studying and trying to combine formal
verification techniques with adaptive policies [47].

2) Risk Modelling for MAS: Researchers are investigating
ways to cascade failures in MAS using simulation and then
measuring the impact using network science and causal mod-
elling techniques, such as the Load-Capacity Model, and La-
tent Graph Models, which may support inter-agent monitoring
and anomaly detection [14].

3) Supervisory Control, Adaptive HITL and Scalable Over-
sight: Agentic AI systems and hybrid models use selective
human oversight. They employ thresholds and risk-scoring
methodologies to escalate only high-risk decisions to human
oversight [40]. Current work explores approaches to automate
coordination between agent autonomy and human control to
optimise safety without impacting efficiency [40], [45], [46].

4) Secure Memory and Knowledge Management: Re-
searchers are finding solutions using cryptographic memory
commitments, tamper-evident logging, and verifiable learning
updates for agentic AI [41], which will help ensure that
agents are unable to drift in goals without detection, auditors
verify that memory changes happened only after authorised
updates, and verify that logs are not edited without breaking
cryptographic integrity [41].

5) Identity and Access Control for Autonomous Agents:
Current work focuses on developing mechanisms that dynam-
ically manage credentials, provide continuous authentication,
and implement blockchain-inspired auditing for agents [12],
[20]. These mechanisms help prevent or limit threats such as
persistent privilege abuse, prompt injection, and tool hijacking
in autonomous systems. This research aims to extend tradi-
tional RBAC and Attribute-Based Access Control (ABAC)
models to cover autonomous and evolving identities [20].

6) Simulation-Based Testing and Verification: Researchers
are investigating how to simulate multi-agent scenarios with
adversarial injections to stress-test mitigation strategies before
deployment [19], [42], enabling frameworks to evolve iter-
atively and incorporate lessons learned from realistic threat
models [19].

7) Trusted Delegation and OAuth Extensions for Agentic
AI: Major research is underway aimed at enabling the safe
and trustworthy delegation of authority in multi-agent col-
laboration and in accessing sensitive APIs [43]. For instance,
traditional OAuth frameworks are being extended to agentic
contexts to allow: (i) delegation of entitlements from humans
to agents (user-to-agent) or between agents (agent-to-agent)
or device to agents [43], [48], (ii) authority separation, i.e.,
authority to use delegated entitlements versus the authority
to delegate further, thus, minimising risk of privilege es-
calation [43], [49], and (iii) context-aware access policies
that ensures agents act only within approved operational

scopes [48], [50]. Current research is about exploring formal
semantics, cryptographically verifiable tokens, and runtime
policy enforcement to provide trust guarantees for delegated
actions in autonomous systems [43], [47], [49].

Integrating mitigation strategies for agentic AI is an on-
going, multifaceted research challenge. While progress is
substantial, formal adoption into standards remains limited,
highlighting the gap between cutting-edge research and oper-
ational frameworks.

VI. DISCUSSION

Despite all of the potential security risks associated with
autonomous behaviour, agentic AI still has capabilities that
non-agentic systems cannot match [3]. For instance, in the
cybersecurity domain, agentic AI systems can perform con-
tinuous monitoring, adaptive threat hunting, and real-time
incident response at a broader scale, going beyond human
capacity, such as identifying patterns and mitigating threats
that would otherwise go undetected [8].

The use of agentic AI does not come without challenges.
The main concern here is not whether these systems should
be used, but rather how their autonomous behaviour can be
constrained, monitored, and aligned with human intent [47].
Without proper restrictions and strategies, agentic systems
could lead to various issues [12]. As discussed in Section V-B,
with appropriate mitigation and security mechanisms, these
systems can implement various tasks. Finally, the research
and deployment of agentic AI are closely interconnected,
as achieving a balance between capability and control is
crucial [4]. By integrating robust security, governance, and
accountability measures from the outset, it is possible to fully
leverage the capabilities of agentic AI [19].

Limitations. This research focuses primarily on software-
based agentic systems, for example, LLM-driven agents oper-
ating over APIs and enterprise workflows. Physical agentic
systems, such as robotics and cyber-physical systems, in-
troduce additional attack surfaces, such as sensor spoofing,
actuator misuse, and real-world safety constraints that are
outside the scope of this work.

VII. CONCLUSION

Agentic AI represents a transformation in the AI world,
i.e., moving systems from passive tools to autonomous agents.
This shift requires robust and adaptive security, governance,
and ethical frameworks, which cannot be fully addressed using
traditional AI security paradigms alone. By examining motiva-
tions, risks, and research gaps, this paper lays the groundwork
for future efforts to develop secure and trustworthy agentic AI
systems.

Future work based on this research should focus on formal-
ising the threat model for agentic AI, including developing
models that can capture the agent’s interaction, memory persis-
tence, planning depth, and tool execution. These models could
help verify security properties such as bounded autonomy, safe
delegation, and resistance to goal manipulation. The second
objective is to implement and evaluate agentic authorisation



mechanisms, especially OAuth extensions and agent-specific
delegation tokens. Future work should involve building pro-
totype systems that would integrate the extensions into real
agent frameworks, followed by adversarial testing to assess
their effectiveness against various possible threats across agent
hierarchies.
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