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Abstract. The “Internet of Things” (IoT) is a term used to describe
smart devices that are capable of connecting to a network. IoT devices
can take many forms, such as cameras, televisions, or home assistants,
and are often designed to perform specific tasks. While they only re-
quire limited processing power to achieve their intended purpose, their
connected nature means they are still vulnerable to attack. Most IoT-
based malware is designed to infect devices using General Purpose Op-
erating Systems, such as Linux. Malware targeting “constrained” IoT
devices, which have lower hardware specifications and implement bare-
metal firmware or a Real Time Operating System, are significantly less
common, as they present a number of challenges that can hinder malware
development. In this work, we identify these challenges and assess the vi-
ability of implementing functional ransomware that targets constrained
IoT devices. We then test our findings by developing a ransomware Proof
of Concept capable of locking a target system and spreading throughout
a network. Finally, we analyse the ransomware’s performance against an
intentionally vulnerable testbed to identify the requirements and limi-
tations of – as well as potential countermeasures against – ransomware
targeting constrained IoT devices.
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1 Introduction

The Internet of Things (IoT) has become popular in our daily lives, spanning a
wide range of devices such as smart homes, wearable devices, and even industrial
sensors. These devices employ various communication technologies to improve
convenience across diverse contexts. For instance, smart thermostats in home
settings can automatically adjust indoor temperatures based on user preferences
and environmental conditions, thereby improving energy efficiency and comfort.
Despite the widespread deployment of commercial IoT devices, the associated
privacy and security issues have been widely discussed in academia [3,24,34],
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and remain an urgent and pressing concern. Several sectors implementing in-
dustrial IoT devices have also been subjected to ransomware attacks, such as in
healthcare [9], manufacturing [19], and smart grids [48]. These instances have
highlighted the severe impact such attacks can inflict, including potential endan-
germent of human life [26].

IoT networks have the potential to become very profitable for malicious ac-
tors [7,23,44], especially given the recent surge in ransomware attacks [25]. Pre-
vious instances of IoT-based malware primarily targeted vulnerable Linux-based
IoT devices, while constrained IoT devices, particularly those running Real Time
Operating Systems (RTOSes), remain comparatively under-explored. Such de-
vices are often deployed in critical applications such as industrial control sys-
tems, healthcare, and smart infrastructure. As the adoption of RTOS-based IoT
devices continues to increase, it becomes important to understand their poten-
tial vulnerabilities, threat models, and address the unique security challenges
presented by their limited computing resources.

In this paper, we explore the viability of functional ransomware for con-
strained IoT devices. In the context of this work, we define constrained IoT
devices as low-spec hardware running RTOS-based or bare-metal firmware. We
identify methods that could be used to successfully infect and ransom such de-
vices, then attempt to implement them to create a Proof of Concept (PoC). We
then assess the effectiveness of the PoC by performing a simulated attack against
a constrained-IoT device in a semi-realistic environment.

For the purposes of this PoC, the device ran firmware we had developed to be
“vulnerable-by-design”. While this may seem like an idealised scenario, similar
exploits have often been found in the wild [50,36,35], and are likely to continue
being discovered. One particularly relevant example discovered during this work
was a buffer overflow vulnerability present in Zephyr OS’s Bluetooth stack, which
when exploited, could lead to remote code execution [28]. Additionally, while
progressively more IoT devices are implementing security features to impede
attackers, such as secure boot and Data Execution Prevention (DEP), previous
works indicate that many are still being left vulnerable [1,54,5].

Contributions. The contributions in this paper are as follows:
– Provides insight as to how ransomware can be developed and deployed on

constrained IoT devices.
– Created a Proof of Concept ransomware that was successfully implemented

on a constrained IoT device in a simulated attack.
– Identifies pitfalls attackers may encounter during the ransomware develop-

ment process for IoT devices.
– Suggests potential countermeasures that can be implemented by developers

and users to reduce the effectiveness of such attacks.

2 Related Work

IoT’s popularity continues to grow, with devices being widely adopted in both
household and industrial settings. The potential consequences of attacks against
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IoT devices are far reaching, and can impact victims in a variety of ways. Re-
search has shown that attackers can brick devices to render them unusable, or
infect devices such as smart cameras to invade users’ privacy [46]. Ronen et
al. [45] described a novel attack in which IoT “smart lamps” are infected with
a worm capable of wirelessly spreading to neighbours via the Zigbee protocol,
which can then be used to perform Denial of Service (DoS) attacks, jam nearby
wireless signals, or brick infected devices.

Existing malware targeting IoT devices running relatively robust operating
systems (OS), such as embedded Linux, have also been subject to analysis by re-
searchers [13,56]. One type of malware, named Mirai, was found to be exploiting
security vulnerabilities present in various Linux-based IoT firmware, creating
botnets containing hundreds of thousands of IoT devices [15,22]. Methods to
gain persistence have also been identified, which would allow IoT malware to
maintain long-term infections of affected IoT devices [11].

Ransomware, as a class of malware, has become a serious worldwide cyber
threat in recent years. Traditional crypto-ransomware often aims to encrypt valu-
able files, then extort the device’s owner in exchange for decryption or restora-
tion [21,42]. In addition to the financial losses of paying the ransom, victims may
face other negative effects, such as disruption of infrastructure and services [2], or
the theft of data [52]. While ransomware is often used to target IT infrastructure
or personal computers, ransomware targeting IoT devices using general purpose
operating systems (GPOSs) have also been a subject of study. Brierley et al. [10]
developed a PoC ransomware for Linux-based IoT devices, which was capable of
disabling targeted devices and encrypting their bootloaders, rendering infected
devices bricked should they be rebooted. Pen Test Partners [43] demonstrated
how they were able to infect a smart thermostat running vulnerable firmware us-
ing Linux with ransomware. Once installed, the malware would use the device’s
screensaver feature to display a ransom note, then perform disruptive actions,
such as turning the heating or air conditioning on or off. Similar attacks were also
performed against other household devices, such as smart coffee machines [32]
and smart televisions [16].

For constrained devices, however, hardware limitations may make the use of
a GPOS infeasible. As an alternative, an RTOS can be used, as they are often
designed with low memory usage and a compact code size in mind. If mini-
mal software overhead is required, developers may instead opt for bare-metal
firmware, which runs without the support of an operating system. Currently,
there is limited research examining the feasibility and real-world impact of ran-
somware targeting constrained IoT devices [2]. As ransomware is restricted by
the resources provided by the host, typical strategies used by ransomware tar-
geting GPOS-based devices, such as encrypting valuable files or exfiltrating sen-
sitive information, are unlikely to be as effective. Traditional security solutions
often used in more powerful systems to defend against such attacks may also be
inapplicable [12,53].

The work presented in this paper aims to overcome these limitations, and
provide a concrete example of ransomware adapted for use on constrained IoT
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platforms, emphasising the urgent need to re-evaluate traditional security as-
sumptions in large-scale, low-footprint IoT ecosystems.

3 Methodology

In this section, we discuss the challenges constrained IoT devices pose to ran-
somware development, the methods we proposed to overcome these challenges,
and finally, the design of our testbed, which is used to evaluate the viability of
each method.

3.1 Challenges

Previous research has highlighted a number of challenges that can be encoun-
tered when developing ransomware for GPOS-based IoT devices, such as heavy
limitations of storage space, Random Access Memory (RAM), and processing
power [10]. For RTOS-based devices, these issues are likely exacerbated, as they
are likely to utilise more restrictive low-spec hardware.

Additionally, adapting existing software to new devices can present other dif-
ficulties. For GPOS-based applications, this process can often be as simple as
re-compiling the application with a cross-compiler that matches the target archi-
tecture. Malware of this type typically runs within the context of the target’s OS,
relying on the abstraction it provides to maintain the portability and compati-
bility of the ransomware when attempting to infect various devices. RTOS-based
firmware, however, is likely to be designed for a specific purpose, and is likely to
only include features necessary to complete the task intended by the firmware’s
developers. The availability of common features typically provided by GPOSs
cannot be guaranteed, such as a filesystem, abstraction for all available hardware,
or support for executable files.

These challenges can greatly increase the complexity of running or installing
external software, such as ransomware, within the context of an existing RTOS-
based firmware.

3.2 Ransomware Implementation

To address these challenges, we identified three possible approaches that could be
used to develop ransomware suitable for use in a constrained environment. The
first approach, “Living Off the Land” would attempt to limit memory usage by
utilising existing code provided by the original firmware for complex operations.
The second approach would involve creating a platform-independent “ransom li-
brary” simplifying the implementation and maintenance of complex functionality
when adapting the ransomware to target new platforms. Finally, the last method
would aim to replace the original firmware with a malicious ransom-firmware of
the attackers own design. After evaluating the viability of each option, we found
that the “firmware replacement” method would be the most likely to succeed.
We cover this method in more detail here, while a detailed assessment of the
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rejected approaches, and our attempts to implement them, is provided later in
Section 5.3.

As mentioned previously in Section 3.1, IoT malware targeting GPOS-based
systems typically takes the form of a malicious application or code block that
runs alongside or “within” the context of the original firmware of the device.
With this method, however, the attacker instead develops malicious “ransom-
firmware”, designed to replace the original firmware. As ransom-firmware can
be developed using similar workflows to traditional firmware, it can utilise the
same benefits, such as building upon a pre-existing RTOS. This would allow
attackers to utilise any features and board support the chosen RTOS provides,
greatly improving the ease of development and hardware compatibility of the
ransomware. In addition, this method allows the attacker to configure which
features are set to be included during the compilation stage, thereby drastically
reducing reliance on the original firmware’s functionality.

3.3 Testbed

In order to test the viability of the suggested approaches, a testbed was cre-
ated to simulate a possible target. Here, we discuss the hardware and software
components of the testbed.

Target Environment For the purpose of evaluating a PoC, the target net-
work was expected to be installed within an enclosed environment, such as in
an industrial setting. The attacker is assumed to have access to a device on the
network, which could feasibly be achieved by an insider threat, an attacker with
unauthorised physical access, or the use of remote connectivity devices such as
a drone [45]. Previous attacks on IoT devices were able to run malware by ex-
ploiting vulnerable software that was exposed to the internet [33], or via “local”
communication protocols such as Zigbee [45]. We assume that attackers would
be able to exploit the target device in a similar fashion, such that they can run
arbitrary code.

Hardware The nRF52840-DK [37] – an ARM based device created by Nordic
Semiconductor – was chosen as the target hardware since it is a popular platform
that supports Zephyr [63], the RTOS we wanted to exploit in this research.
Further details of this device can be found in Appendix A.

Target Software For the purposes of testing a realistic exploitation sce-
nario, a vulnerable application was developed for use on the target devices.
The application itself is built upon the Zephyr RTOS, an open source project
that boasts a number of useful features that may appeal to developers, such as:
(i) a modular structure, allowing features to be enabled or disabled to preserve
space [58]; (ii) support for hundreds of boards [57], allowing for easy adaption
to new hardware; and (iii) support for various communication protocols, such as
Bluetooth, Bluetooth Low Energy (BLE), and Wi-Fi [60,61].

By using an RTOS such as Zephyr, developers can abstract many lower level
complexities that they may otherwise have to manage for themselves. Instead,
common tasks such as writing to flash [62] are provided as a standard Application
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Fig. 1. Example of an Alert Structure

Fig. 2. Temperature Monitor Features

Programming Interface (API) to the developer, which will remain consistent
regardless of the underlying hardware.

Software Features The firmware installed on the test devices acts as a tem-
perature monitoring system, which measures the temperature of a connected
device, and outputs it to the Universal Asynchronous Receiver/Transmitter
(UART) port. Temperature alerts can be set, which the application would ref-
erence when a new reading is taken. Alerts can be stored in RAM or saved in
flash, with each device able to support 20 active alerts at a time. Alerts are rep-
resented as a 20 byte structure, which is shown in further detail in Figure 1. It
should be noted that for the purposes of this PoC, some features are simulated or
unimplemented1, as they would not impact the development or implementation
of ransomware.

The temperature monitors are designed to be managed via BLE using a
“central device”, such as a phone or laptop. Users can access this interface to
perform various actions, such as changing the device ID, adding temperature
alerts, deleting temperature alerts, and saving current alerts to flash memory.

Software Vulnerabilities For the purposes of testing the viability of a
ransomware attack, the device and its firmware are “vulnerable-by-design” with
no additional hardening, such that an attacker is able to remotely exploit the
device. As shown in Figure 2, the user is able to change the “device ID” via Blue-
tooth. The device ID is expected to be numeric, and only 2 bytes are allocated
for storage, however, as the length of the user input is not checked, the user can
provide up to 20 bytes as part of the function call. This can lead to a stack over-
flow, a common vulnerability that can allow an attacker to overwrite the return
address, gain control of the program counter, and run arbitrary code [49,27].
1 E.g. “Temperature readings” are simulated by generating a random number within

a set range, alerts will not trigger during measurements or perform any actions.
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It should be noted that while this work uses Bluetooth as the exploit vector,
the methods described in this work could theoretically be achieved via other
communication technologies, as long as the attacker can run arbitrary code.

4 PoC: Turbulence

As part of this work, we developed a PoC ransomware designed to target con-
strained embedded devices, which we named “Turbulence”. In this section, we
outline Turbulence’s development process, followed by an explanation as to how
it can be used to infect a vulnerable device.

4.1 Features

During the initial development, three features were chosen as the benchmark for
ransomware to be considered “functional”:

– DoS: Once the ransomware is activated, infected devices should be rendered
incapable of performing their intended tasks. Once a sufficient payment is
made to the attacker, the user should be able to recover the functionality of
the device.

– Persistent: The ransomware should remain on the device in the event of
device reboots or power loss, preventing easy removal.

– Wormable: Once a device is infected, the ransomware should attempt to
spread to other nearby devices of a similar type. Ideally, this should be
performed without any further interaction being required from the attacker.

4.2 Exploitation

In order to infect a device with ransomware, the attacker must be able to execute
arbitrary code on the target. This could be achieved in a number of ways, such as
using physical access to reprogram a target, obtaining credentials that allow them
to force a malicious update, or finding a vulnerability that can be exploited to run
custom code. In this case, we have simulated the latter scenario by developing a
firmware with an intentional stack overflow vulnerability.

By sending a large ID to the “Change ID” Bluetooth service, an attacker can
overwrite the return address of the function, and gain control of the program
counter. In a typical stack overflow vulnerability, program execution would be
redirected to attacker-controlled data within RAM, such as a variable that con-
tains user input [8]. By compiling assembly code into “shellcode”, and providing
it as input to the application, the attacker can store machine instructions within
these variables, allowing them to execute arbitrary code and perform malicious
actions.

During early testing, we attempted exactly this approach. First, we created
a shellcode that runs an infinite loop, then uploaded it by embedding it within
an “alert” structure. The structure is then uploaded to the device via the BLE
service (discussed in Section 3.3), which is then stored in the device’s RAM.
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Fig. 3. Memory Map of the nRF52840

We then attempted to use the stack overflow exploit to redirect the program
counter to the address of the newly uploaded shellcode. However, Zephyr imple-
ments DEP, which causes the system to crash when the program counter is set
to point to data in RAM. Upon discovering this, we examined the documenta-
tion for the nRF52840, with the aim of bypassing DEP. We found that in the
memory map of the device (shown as Figure 3), the RAM is mapped into mem-
ory twice, once as “Data RAM” (starting at 0x20000000), and once as “Code
RAM” (starting at 0x00800000) [38]. For this device, both mappings reference
the same physical RAM, and by referencing areas in these regions with the same
offset (i.e. 0x20001234 and 0x00801234), the same data was returned, indicat-
ing that changes the data RAM are reflected in the code RAM area. Therefore,
we would be able to make changes to memory via data RAM, then execute the
changes as code by accessing them via code RAM.

4.3 Implementation

Once we were able to execute arbitrary code, the next step was to develop ran-
somware capable of infecting the target device, while addressing the challenges
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discussed in Section 3.1. To achieve this, each of the methods presented in Sec-
tion 3.2 were tested as part of the PoC development stage.

The “firmware replacement” method was found to be the most suitable, as it
allowed the attacker to gain complete control of the environment in which the
ransomware is executed, and removed any dependence on the original firmware
providing any required features. A summary of our attempts to implement the
rejected methods can be found in Section 5.3.

Just like the original firmware, Turbulence utilised Zephyr OS, as it offered
support for the target board and Bluetooth communication. The development
process followed many of the steps described in the Zephyr documentation, sim-
ilar to producing “normal” firmware.

For testing, the ransom-firmware could be installed directly to a nRF52840
development board, without requiring an attack to be performed against a real
target. Once complete, Turbulence was compiled into a binary file, ready to be
loaded as part of the exploitation stage.

4.4 Loading

In order to infect a targeted system with ransomware, we developed a loader
capable of remotely installing Turbulence via Bluetooth. The installation was
separated into three stages: (i) Loading, in which the ransomware is uploaded to
temporary memory, then written to permanent memory; (ii) Redirection, where
the existing firmware is modified to redirect execution towards the ransomware
upon reboot; and (iii) Reset, which forces the target to reboot, thereby activating
the ransomware.

Stage 1: Loading Malware The first stage aims to load the ransomware
into the device’s RAM. As mentioned previously in Section 4.2, the target re-
serves an area of memory for “Alerts” that can be manipulated by an attacker.
As the application supports up to 20 alerts, and each alert is 20 bytes in size,
400 bytes worth of space is available for use.

To write the uploaded data to permanent storage, a shellcode sequence was
used to call a function that was originally used to save configuration settings:
“flash_write”. While this was previously highlighted that the 400 byte area
could be used to store shellcode, it can also be used to store data intended to
be written to flash. By appending the data we wish to write after the shellcode
we wish to run, and manipulating the arguments of the function call to target
the appended data, it could be written to areas of flash memory with sufficient
“free” space. In this case, Turbulence was written to the address 0x35000.

As 400 bytes was not sufficient to store all 23kb of the ransomware, Tur-
bulence must instead be uploaded in segments, requiring around 59 “rounds”
of exploitation in total. For each round, the alerts list is wiped, new data is
uploaded, then it is written to persistent memory with flash_write.

Stage 2: Redirection Once Turbulence is written to flash, the existing
firmware then has to be modified, such that when the device is rebooted, Tur-
bulence is executed rather than the original OS. While this may seem simple in
theory, a number of issues arose that complicated matters significantly.
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First, modifying code as it is running can result in undefined behaviour. If the
original application attempts to run code that we have modified, it is likely that
the application will crash, and may result in the device being left in a “bricked”
state (i.e. it cannot be used any more, or it is in an irrecoverable state).

Second, due to the nature of flash memory, it is not possible to arbitrarily
“write” bits of 1 to flash; instead, only bits of 1 can be set to 0 [39]. Bits that
are set to 0 cannot be changed back to 1 without erasing the “block” that the
bit is contained in, which sets all bits within the block to 1. In the case of the
nRF52840, a block is 512 bytes in size.

To facilitate eventual recovery, triggering wipes should be avoided to preserve
as much of the original firmware as possible. To avoid crashes, modifications to
existing firmware code should also be limited.

Redirect Calculator To redirect execution to the ransomware, an attacker
should aim to take control of the boot process as early as possible. For the
nRF52840, the boot state is managed by the addresses 0x0 and 0x4, which load
the initial stack pointer and program counter respectively. Therefore, the value
in 0x4 could be modified to redirect execution, thus allowing the attacker to take
control of the device on boot. However, as highlighted previously, a series of one
bits cannot be written to positions that have been set to zero. Therefore, the
value of the boot address can only be reduced, not increased.

In the testbed, the original boot target was set to 0x5431. Therefore, this
value could not be changed to 0x35000 without requiring a page wipe, which
would result in significant data loss. Instead, a tool was created to calculate
every address that could be generated via zero-bit writes to the original boot
target. The values stored at those addresses would then be scanned to identify
whether any useful instructions could be created by further zero-bit writes to
those locations.

As an example, the B 0x35000 instruction could be used to move execution
directly to the ransomware. However, this instruction would require a reachable
address to contain 21 correctly positioned one bits. To increase the chance of
finding potential matches, the B 0x35000 instruction can instead be split into
separate, smaller instructions.

First, the address must be written to an area in memory nearby the current
instruction address. A LDR Rx, <value> instruction can load that value into
a register, followed by a MOV PC, Rx instruction to move it into the program
counter, redirecting execution.

Normally, these instructions would need to be contiguous, as otherwise any
code between the new instructions belonging to the original firmware would
run, which may result in unexpected behaviour. However, it was found that the
byte sequence 0x0000 is interpreted as a pseudo-NOP instruction, as it moves
the contents of r0 into r0. As this does not require any 1 bits to be written,
it will always be possible to write this instruction to memory. Therefore, split
instructions can be used reliably, drastically increasing the search space.

As this process would be tedious to perform manually, a Python script was
developed to automatically identify the changes required to redirect execution.
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Fig. 4. Overview of Exploit’s Edits to Flash Memory

When given a target binary, original boot address, and ransomware install ad-
dress, the program produces a list of candidates of potential changes. Before
performing the edit, the original values are saved to an area of memory reserved
by the ransomware for later restoration, then the changes are written to flash.

Stage 3: Resetting A final exploit is used to run shellcode that forces the
device to reset. When the device reboots, the new boot address will cause the
redirect code to execute, and finally, run Turbulence. A simplified overview of
the edits made to flash during the exploitation stage is shown in Figure 4.

4.5 Execution

At this point, the device will boot into Turbulence, fully under the attacker’s
control. The ransomware attack itself is split into three main stages outlined
below.

Backup As mentioned previously in Section 4.4 (Stage 2), any areas of mem-
ory that would be damaged during the initial exploit stage can be backed up
to an area 0x80 bytes before the Turbulence firmware install address, such that
they could be restored to their original locations should the ransom be paid.

Ransom By replacing the original firmware, Turbulence “locks” the target
in a state that prevents it from being used for its original purpose. While it is
possible to encrypt the data stored on the device, it is likely unnecessary, as at
this stage, the victim is no longer expected to have access to the application or
the storage medium. This lack of access is the main barrier preventing victims
from regaining control of the device, rather than the loss of data.

Spread To spread the infection, any devices infected by Turbulence must be
capable of recreating the exploit against other nearby devices. In this case, each
device acts as a “peripheral”, waiting for a “central” Bluetooth device to connect
and send commands.
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Fig. 5. Timing Breakdown of Exploit Stages

As the device is expected to assume the peripheral role, the original firmware
is not configured to support the central role. However, the replacement firmware
that is installed during the loading stage can be configured to include any features
supported by the target hardware. Turbulence is configured to act as a central
device, allowing it to communicate with other target peripheral devices.

Once executed, Turbulence immediately scans for nearby Bluetooth devices,
and upon discovering them, will attempt to connect and perform the exploit as
defined in Section 4.4. As long as there is a device in range that is vulnerable to
this exploit, Turbulence is able to propagate. If the victim is able to manually
recover a device without paying, it is still liable to be re-infected by other nearby
infected devices, unless the vulnerability is patched.

During testing, infecting devices from an attacking machine took around 54
seconds to complete after the initial connection. A breakdown of the time taken
for each stage can be seen in Figure 5. The infected device then attempted to
automatically spread the infection to a nearby device without attacker interven-
tion, taking approximately 64 seconds.

4.6 Post-Infection

When Turbulence has infected an acceptable amount of the network, the attacker
can then attempt to procure payment from the victim.

Advertise After a device has been successfully encrypted or locked, ran-
somware will often attempt to deliver a ransom note to the victim. For ran-
somware targeting personal computers or phones, this is a relatively simple pro-
cess, typically achieved by spawning an application window or message within
the infected operating system [29].

For constrained devices, however, the attacker cannot rely on “standard”
methods of communication being used by the victim. Previous research has also
encountered this issue when attempting to develop ransomware for Linux-based
IoT devices. It was found that by hijacking communication methods provided
by targeted devices, such as Hypertext Transfer Protocol servers or connected
screens, they could instead be used to deliver ransom notes to the victim [10].
This method could be applied to constrained IoT devices, but the success of
this method would heavily rely on the support and abstraction provided by the
RTOS for the chosen method of communication.
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Alternatively, if the attacker knows the identity of the victim, such as in a
targeted attack, communication hijacking is likely unnecessary, as the attacker
can message the victim directly via “out-of-band” communication channels, such
as email.

Recovery If payment is provided by the victim, the attacker is expected to
provide guidance to unlock any infected devices. For traditional “crypto-based”
ransomware, this would typically involve the attacker providing an encryption
key, which can be used by the victim to regain access to encrypted files. While
Turbulence does not implement encryption, a similar process can be used.

During compilation, an “unlock key” could be generated, and its hash hard-
coded into the ransomware binary. Once the victim has paid, the victim would
be provided the key, which must then be input to the infected device via a
communication channel supported by the device, such as Bluetooth or a UART
port. If the hashed input matches the hash stored on the device, Turbulence
could reverse the changes made during the exploitation stage using the backup
stage described in Section 4.5 (Backup), then trigger a reboot. At this point, the
device would boot into the original firmware, and return to normal operation.

To prevent re-infection from other infected devices, a “magic value” could be
written at a chosen offset, which would be read during the exploitation stage
defined in Section 4.2. If the offset was found to contain the magic value, the
infection stage would end prematurely, and the ID of the target added to a
blacklist on the attacking device.

Victims could attempt to recover the device themselves without paying the
ransom. However, there are a number of requirements for manual recovery to
be considered viable. This would include the technical knowledge as to how to
attempt a recovery, adequate time to access and reprogram each infected device,
a method to regain access to the device (such as via an exposed and enabled
debug port), a backup of the original firmware and configuration, the ability to
wipe and reprogram storage, and the ability to prevent re-infection.

5 Discussion

Once Turbulence was proven capable of exploiting, locking, and propagating via
the target device, a post-infection analysis was performed. Here, we discuss the
key implications, countermeasures, and limitations of the attack.

5.1 Key Implications

Targeting constrained devices on bare metal or RTOS-based firmware presents
several new challenges that may discourage attackers, such as limited firmware
cross-compatibility, limited features due to “opt-in” configuration, and missing
functionality typically provided by GPOSs (filesystem, standard interface, etc.).

Turbulence shows that despite these issues, ransomware for constrained de-
vices can be developed efficiently, and can be used to successfully infect, lock,
and ransom a target. While constrained devices are currently unappealing to
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attackers, they could be targeted in the future. By abstracting complex func-
tionality, providing support for many hardware targets, and supplying easily
configurable features, RTOSes simplify the process of writing firmware for IoT
developers. Unfortunately, attackers can also leverage these benefits, and ran-
somware designed with these tools can be more easily adapted to additional
targets.

As Turbulence is designed to replace the firmware of the target device, the
attacker does not need to rely on the target including the functionality required
for the ransomware to function. However, during this work, a minimal list of
requirements was identified for this technique to be applicable:

– Board support - The board must be supported by the chosen RTOS2.
– Remotely Exploitable - The attacker must be able to exploit the target

remotely3, such that they can force the target to run arbitrary code. This
will allow the attacker to gain their initial foothold and subsequently allow
the ransomware to spread through the network.

– Writeable Flash - The attacker must be able to write arbitrary values to
flash, such that changes are maintained after a reboot.

– OS Redirection - The attacker must be able to redirect execution to the
new operating system. In this case, this is achieved by modifying the boot
process and forcing a soft-reboot.

5.2 Countermeasures

Here, we discuss possible countermeasures that can be used to reduce the effec-
tiveness of this approach. These countermeasures have been split into two parts:
detection and prevention.

Detection By detecting ransomware early, victims can isolate or decom-
mission affected devices to limit the spread of an infection. Previous work has
shown that by monitoring certain properties of an IoT device, such as meta-
data in wireless traffic [20] or power consumption [6], behavioural analysis can
be employed to identify malicious behaviour. However, constrained devices may
present unique challenges for IoT developers, as the use of such countermeasures
may conflict with logistical requirements, such as minimising power consumption
and computational overhead.

Various tools have been produced in an attempt to address these issues,
either by adapting to the constrained environment, or protecting devices at the
network level. Some examples include: a lightweight neural-network that can be
used to identify malicious binary code [4], an anomaly monitor designed to be
run within the trusted execution environment [30], and a traffic classification
system intended for use on edge devices [17]. As tools of this type are unlikely
2 While Zephyr is used in this work, ransom-firmware can be implemented by any

RTOS of the attacker’s choice.
3 It should be noted that while BLE was used for this PoC, other communication

mediums such as WiFi, Zigbee, or LoRaWAN could be used, as long as it is accessible
to the attacker.
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to be designed with ransomware in mind, their effectiveness against the specific
techniques described in this work would likely have to be tested, but they could
still potentially be used to detect similar malicious behaviour commonly found
in other malware, such as during the exploitation stage.

Prevention Developers can also make proactive steps to defend against ran-
somware attacks. For example, scanning their firmware’s code for common vul-
nerabilities, such as stack overflows, could reduce the number of vulnerabilities
for the attacker to exploit. Memory protection features, such as DEP, stack ca-
naries, or Address Space Layout Randomisation (ASLR) [47] can also be used
to drastically increase the complexity of an attack, and should be used when
supported by the underlying hardware.

While these methods are often recommended for hardening devices during
development, past research indicates that a significant portion of devices may
not implement these exploit mitigation techniques. Analysis of publicly available
firmware for Linux-based devices showed that only 34.48% had enabled DEP,
and only 5.65% used position independent executables, which would be able to
effectively utilise ASLR [1].

By utilising a bootloader with support for firmware verification, developers
can prevent any unsigned firmware from being booted[31]. In a survey of 33
manufacturers of IoT devices performed by the UK government, 67% had im-
plemented “software integrity” checks for all their products. However, 15% had
only introduced it to “some” products, and the remaining 18% stated that they
had not yet implemented it at all [54]. Another survey with responses from 655
embedded developers showed that only 30% had utilised secure boot in their
projects [5].

It is also worth noting that secure boot should not be considered a “silver
bullet” for protecting IoT devices against the methods described in this work.
For instance, previous Unified Extensible Firmware Interface (UEFI) bootkits
such as BlackLotus [51] – or other fault-based exploits [14,55] – have rendered
this preventative approach ineffective. Also, while this method would prevent
ransom-firmware from being used, the attacker would still be able to impact the
device’s functionality by damaging the original firmware, essentially performing
a DoS attack.

Previous research suggests that the adoption of security features is heavily
influenced by hardware architecture [1]. Therefore, adoption rates could also
be influenced by the severe hardware limitations imposed by constrained IoT
devices. For example, previous work has suggested that the low adoption rate
of ASLR on IoT devices could be due to the limited address space, which can
decrease the available entropy, reducing its effectiveness [1]. If a constrained
device is found to be unable to implement certain protections due to a lack of
relevant hardware (such as a Memory Management Unit for hardware-enforced
DEP), developers may instead have to seek alternative methods designed with
these constraints in mind [27].
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5.3 Rejected Methods

During this work, we assessed three methods that could be used to develop func-
tional ransomware for constrained IoT devices. One of these methods, “firmware
replacement”, was found to be effective, and was utilised in development of the
Turbulence PoC. However, the other methods were deemed unfit for purpose. In
this section, we discuss these methods’ weaknesses, and our attempts at imple-
menting them.

Live Off the Land For this approach, we considered developing ransomware
that would run alongside the original firmware by loading a very small malicious
program into RAM, which is then executed via an exploit. Complex features
already implemented by the original firmware that would facilitate an attack
(such as saving data to flash) could then be utilised by calling functions directly
via their address in memory.

However, this method is highly dependent on the target device’s implemen-
tation. If a feature required by the ransomware is unavailable in the original
firmware, the attacker would need to develop and implement it themselves, sig-
nificantly increasing the overall storage requirement and development time. As
the ransomware would reside entirely in RAM, the space available to the attacker
is likely to be very limited.

This method would also be difficult to maintain, as in order to develop func-
tional shellcode that can run within the context of another application in RAM,
the ransomware would have to be written in assembly rather than C, signif-
icantly slowing down the development process. Minor modifications made by
device updates could also require the attacker to make drastic redesigns of the
ransomware to adapt to changing function addresses, behaviour, and availability.

Finally, other threads and processes implemented by the original firmware
may run in parallel, which could result in interference, undefined behaviour, or
even crashes. In some cases, functionality provided by the original firmware, such
as remote installation of firmware updates, may allow victims to attempt manual
recovery of the device.

When attempting to implement this method, it was found that while it was
possible to inject shellcode that could call existing functions present in the orig-
inal firmware, the target device was configured as a “peripheral” Bluetooth de-
vice. As mentioned in Section 4.5, to use the “central” Bluetooth role necessary
to communicate with other devices, the device would have to be fully reconfig-
ured, which was not simple to achieve with this method. As this would prevent
the ransomware from spreading autonomously, this method was found to be
inadequate.

Ransom Library Pre-existing projects, such as Zephyr [63], have already per-
formed the arduous task of programming a robust and adaptable API that can
be utilised on various platforms. With this method, an attacker could extract
useful features and code from such projects, then compile them into a library
that can be uploaded for use during an attack.
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This approach would drastically reduce the reliance on the original firmware
providing the necessary features, and reduce the work required by the attacker to
produce such features themselves. However, it would also significantly increase
the size of the uploaded program. Additionally, similar to the previous approach,
processes and threads created by the original firmware could still cause interfer-
ence.

To implement this method as part of the PoC, attempts were made to ex-
tract the required Bluetooth functionality from pre-existing code in the Zephyr
codebase [59]. However, identifying and extracting the relevant code and all its
dependencies took significantly more time and effort than expected. It was deter-
mined that even if this method eventually proved successful, the process would
have to be repeated for any new feature required by the attacker, increasing the
development time for future targets.

5.4 Limitations

While this work has made significant strides in exploring the development pro-
cess for constrained ransomware, there are a few areas that could stand to see
improvements.

Single Device PoC While this work focused on producing a singular PoC,
significant strides were made in maintaining the “adaptability” of the methods
and the development process. When targeting a new device, if the hardware is
supported by the RTOS utilised by the ransomware, only minimal changes to the
code are likely to be required, as hardware differences should be handled by the
abstraction provided by the RTOS’s build system. However, the exploitation and
loading stages would likely need to be fully rewritten, unless similar firmware,
hardware, or vulnerabilities are used. The method used to hijack the boot-process
in the execution stage is likely to be hardware dependant, but could be somewhat
standardised between chips of the same series or producer. Finally, any security
features provided by the target (if implemented), such as those described in
Section 5.2, could require additional changes in the exploitation and execution
stages. As an example, the method used in this PoC to bypass DEP in the
nRF52840 is unlikely to work for a new target with different hardware, unless a
chip of a similar design is used.

However, for this PoC, Turbulence was only tested against one target board.
To more thoroughly assess the viability and generalisation of the methods defined
in this work, they should also be tested against other devices. Ideally, these
devices should implement different board types (e.g. nRF540, STM32, CC2650),
operating systems (e.g. Zephyr, Contiki-NG, FreeRTOS), and communication
mediums (e.g. Thread, Zigbee, Wi-fi).

Full Wipe Feature on the nRF52840 While Turbulence is capable of dis-
abling, re-programming, and even programmatically locking a target device, the
nRF52840 is designed such that the user can always use the “NVMC ERASEALL”
command, which triggers a full wipe of internal memory [39]. While this does
not constitute a full “recovery”, if the victim is aware of this feature, and the pre-
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requisites defined in Section 4.6 (Recovery) are fulfilled, the victim may be able
to subsequently recover the device by restoring the device’s original firmware.

While there is no “official” way to disable this full-wipe mechanic, errata
documents show that certain edge cases in the device state could cause the erase
functions to fail [40]. While we were not able to recreate the effects defined in
the document, these issues could potentially allow attackers to retain control
and prevent a reset from occurring. It should be noted that similar devices such
as the nRF5340 have implemented protection features that allow developers to
prevent the erase command from being used [41].

Bluetooth Realism The temperature monitoring testbed firmware was de-
signed to be relatively simplistic, and followed examples given by the Zephyr
codebase for best practices. By default, the Bluetooth features pair with other
devices without requiring authentication, physical interaction, or “PIN-based”
pairing. If authentication is required by a targeted device or network, additional
steps may be required to spread throughout the network.

6 Conclusions and Future Work

In this paper, we demonstrated the viability of developing and implementing
ransomware targeting constrained IoT devices. First, we identified the challenges
that constrained IoT devices present to ransomware development, followed by
three approaches that attackers may use to address them. We then attempted
to create a compatible PoC ransomware using each of the proposed development
approaches. It was found that while the first two techniques defined in Section 3.2
(Live Off the Land and Ransom Library) were not fit for purpose, the Firmware
Replacement technique would allow attackers to develop ransom-firmware, which
can be more easily adapted for use on other targets by using a RTOS.

In order to test the PoC ransomware, we developed intentionally vulnera-
ble firmware based on the Zephyr operating system, which was then run on a
testbed of constrained IoT devices. We simulated a ransomware attack against
the testbed via Bluetooth, which was able to infect the target device, and
spread to other nearby devices. We then analysed the attack, identifying the ran-
somware’s requirements and limitations. Finally, we suggested a list of potential
countermeasures that developers could implement to reduce the effectiveness of
such attacks.

In this work, we prioritised the use of development methods that would allow
malware to be adapted to new targets. Future work could evaluate the adapt-
ability of this technique by simulating attacks on other constrained devices with
known vulnerabilities. We also suggest a number of countermeasures that devel-
opers could implement to defend against the discussed techniques; future work
could attempt to assess these countermeasures to determine their effectiveness
at detecting ransomware, address any logistical issues the constrained nature of
the target devices may present when employing them, and investigate whether
such protections could be evaded.
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A nRF52840-DK Board

The Nordic Semiconductor nRF52840-DK board (see Figure 6) features 1MB of
flash memory, 256kb of RAM, and is capable of communicating via BLE and
Zigbee [37].

Fig. 6. An image of the nRF52840-DK [18]
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