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Abstract—The threat of ransomware attacks against Industrial
Internet of Things (IIoT) networks, particularly networks of
resource-constrained devices, is starting to become a reality. In
this paper, we contend that the threat of ransomware infection
of an IIoT environment is not only plausible, but that it also
exhibits different properties compared to ransomware attacks
against traditional desktop systems, necessitating a new and more
appropriate approach to deal with this threat. In particular, we
articulate the unique characteristics of ransomware behaviour
in IIoT networks considering the distinctive characteristics, such
as computationally-constrained devices and low-power wireless
communication protocols. Furthermore, we outline the neces-
sary attributes for ransomware to effectively compromise and
propagate within IIoT networks. To back our argument, we
present a proof-of-concept (PoC) IIoT ransomware prototype.
To highlight the generality of our work, we have developed the
prototype for two different hardware platforms, powered by two
different open source embedded operating systems: Contiki-NG
and Zephyr. The results underscore the feasibility of ransomware
attacks against networks of resource-constrained IIoT devices,
providing evidence of the real threat posed by such attacks
in these environments. Finally, our PoC prototype can serve
as a foundation for future research focused on securing these
potentially vulnerable networks.

Index Terms—Industrial Internet of Things, security, ran-
somware, prototype, test bed, constrained device.

I. INTRODUCTION

The Industrial Internet of Things (IIoT) has emerged as
a pivotal technological innovation in industrial environments
by enabling real-time monitoring and seamless data exchange
across interconnected sensor networks. This connectivity fa-
cilitates continuous data collection, analysis, and decision-
making processes, enhancing the efficiency and automation of
critical operations. However, such extensive connections also
introduce significant security vulnerabilities. The computation-
and communication-constrained nature of IIoT networks exac-
erbates security risks, as the devices forming those networks
typically lack the capacity to support traditional countermea-
sures, creating a security gap that attackers can exploit [1].

One of the ways that attackers can use to compromise
interconnected devices is through deploying ransomware. Ran-
somware is a type of malicious software (malware) that
blackmails its victims, typically by preventing victims from
accessing their resources (for example through encrypting their
data), unless a ransom demand is paid [2]. In the past few

years, ransomware attacks have grown significantly and can
cause widespread disruption, for instance as demonstrated by
the Colonial Pipeline ransomware attack in 2021 [3]. One of
the worrying trends is that these days, ransomware operators
tend to target big companies and industrial sectors (rather than
individual victims) through “big game hunting” facilitated by
Ransomware-as-a-Service (RaaS) [4].

When it comes to ransomware in IIoT systems, the land-
scape is still largely unexplored. In the context of IIoT systems,
ransomware can exploit communication channels, sensor sys-
tems, and machine-to-machine (M2M) interfaces to spread and
disrupt operations, making IIoT networks – especially those
deployed in critical infrastructures such as manufacturing,
energy, and transportation – particularly attractive targets for
ransomware. Such an attack could prove to be very disruptive,
costly, or outright dangerous.

Therefore, we believe that the threat of ransomware against
resource-constrained IIoT networks is real and cannot be
dismissed. Our work makes the following contributions:

• We highlight the unique characteristics and properties
of ransomware against IIoT networks. Unlike traditional
ransomware that affects desktop systems, this work em-
phasises how the low-power, resource-constrained nature
of IIoT devices and their wireless communication proto-
cols can make them particularly vulnerable.

• We analyse how these devices (with their limited process-
ing power and wireless communication protocols) can be
effectively targeted. In doing so, we provide evidence that
ransomware in IIoT environments is not just theoretical
but a real and plausible threat.

• We present a proof-of-concept (PoC) ransomware proto-
type that has been implemented for two different contem-
porary hardware/software platform combinations. This
prototype shows the feasibility of ransomware infection
and propagation using low-power wireless communica-
tion technologies prevalent in IIoT networks, highlighting
the urgency for further research in developing counter-
measures.

The rest of the paper is organised as follows. Section II
presents related work in ransomware and its context in IoT,
microcontroller and IIoT. Section III outlines our assumptions



TABLE I
RANSOMWARE CHARACTERISTICS ACROSS DIFFERENT PLATFORMS

Category Characteristics Platform Attack Technique Typical Detection Approach

Desktop Oriented Encrypts critical data.
Threatens data leaks to
coerce ransom payment

Desktop OS
(Windows, Linux,
etc.)

Cloud /
Network-based

Signature-based detection, behavioural
analysis, network traffic monitoring

IIoT Endpoint
Device

Locks device functions.
Encrypts stored data

Consumer IoT
(smart TVs, NAS)

Device-specific Lightweight opcode sequence analysis,
cloud-assisted detection

IIoT Gateway Encrypts critical gateway
data. Disrupts network
operations

Microprocessors
(Raspberry Pi)

Resource-intensive Traffic analysis, signature-based detection

IIoT Node Tampering sensor data.
Disrupting device
behavior

Microcontrollers
(Cortex-M)

Resource-constrained Relies on gateway/cloud analysis

and threat model. Section IV explains the set-up of our PoC
ransomware prototype, followed by the two PoC scenarios
in Sections V and VI. Section VII concludes our paper and
suggests areas for future work.

II. RELATED WORK

Ransomware has evolved beyond traditional desktop envi-
ronments to target diverse Industrial Internet of Things (IIoT)
platforms. Each category, including IIoT endpoint devices,
gateways, and resource-constrained nodes, exhibits distinct
characteristics and attack techniques, as summarised in Table I.

A. Ransomware on Endpoint

Ransomware is typically defined as a form of malware
that, upon infecting a target device, will restrict its victim’s
access to the device’s services and/or data (for instance,
by encrypting the stored data), forcing the victim to pay
the ransom demanded by the attacker in order to restore
access [5]. On top of this attack on availability, newer strains of
ransomware tend to follow a “double extortion” approach, in
which the attacker would compromise the confidentiality of the
victim’s data by threatening to divulge the victim’s sensitive,
embarrassing or compromising information, unless they paid
the ransom demand [2]. While there have been numerous ex-
amples of ransomware impacting traditional desktop operating
systems [4] and businesses [6], ransom attacks against IoT
devices are less common. Those that have been performed in
the wild typically targeted consumer devices, such as smart
TVs [7], and NAS drives [8].

Previous research has attempted to create PoC ransomware
for IoT devices, including attacks on their availability [9],
as well as confidentiality [10]. These studies have also iden-
tified several challenges that attackers must address due to
inherent limitations in IoT devices. Such challenges include
the relatively low value or easily replaceable nature of IoT
hardware, difficulties in achieving persistence, and the absence
of standardized communication channels between attacker and
victim. As a result, bespoke ransomware had to be developed
specifically for IoT targets. Some solutions were found to be
partially generalisable by making use of the features offered

by operating systems implemented by the target device [11].
However, for devices with stricter hardware limitations, these
issues may prove harder to solve, especially if the target does
not implement an operating system that the attacker could
leverage for abstraction.

B. Ransomware on Gateway

One of the primary challenges in securing IIoT devices
is their limited computational and energy capacities [12],
which restrict the use of conventional security techniques
such as anti-malware tools and encryption. Microprocessors,
like Raspberry Pi, serving as IIoT gateways, offer greater
computational power and can implement more comprehensive
security solutions, such as malware detection and encryption.
However, they still face limitations when compared to tradi-
tional computing systems [13].

Researchers have focused on leveraging real-time traffic
classification methods, as well as Intrusion Detection Systems
(IDS) and Intrusion Prevention Systems (IPS) specifically
designed for IIoT edge gateways to enhance security without
overburdening the device [14]. Despite these efforts, ensuring
comprehensive security across the IIoT ecosystem remains a
challenge, particularly in maintaining the balance between se-
curity and resource consumption in constrained environments.

C. Ransomware on Microcontroller

Ransomware detection on microcontrollers, particularly in
the context of IIoT environments, has gained increasing at-
tention due to the limited computational resources and se-
curity vulnerabilities of these devices. Recent studies have
explored various approaches to tackle this challenge. A promi-
nent method involves analysing opcode sequences to identify
malicious patterns within the firmware [15], to differentiate
between benign firmware and ransomware. Similarly, opcode
sequence analysis has been applied to the detection of cryp-
tographic algorithms within ransomware, utilising a dynamic
recurrent neural network (DRNN) for malware detection [16].
However, this approach faces challenges when transitioning to
microcontrollers due to its computational cost.



Fig. 1. Threat model lifecycle against the device

While studies have explored heuristic-based approaches
to identify abnormal behaviours such as unusual memory
access or processing spikes in ransomware attacks, these
methods often suffer from high false-positive rates in resource-
constrained environments. The cloud-based anti-malware sys-
tem CloudEyes [17] implements a lightweight client-side
scanning agent and a novel server-side signature detection
mechanism, ensuring data privacy and low-cost communica-
tion. However, it relies on cooperation from the cloud server,
and its detection rate and accuracy could be further improved
to optimise storage and matching efficiency.

III. ASSUMPTIONS AND THREAT MODEL

In this work, we assume that constrained devices are or-
ganised in a star or mesh network topology, and that they
communicate using a low-power wireless communication pro-
tocol such as IEEE 802.15.4, Bluetooth Low Energy (BLE),
or LoRa. We assume that this network is connected with the
rest of the infrastructure through a more powerful gateway.

A. Initial Infection

We assume that initial infection does not take place over the
network by traversing the gateway, as it would be feasible for
the defender to deploy traditional countermeasures (e.g., ID-
S/IPS). Instead, we assume that the malicious actor has gained
physical access to one of the constrained devices that form the
network, as can be seen at the top of Fig. 1, which depicts the
lifecycle of our threat model. Through this access, the actor
can exploit unpatched or outdated firmware, making the device
susceptible to specific vulnerabilities. The assumption that the
malicious actor has physical access is a reasonable assumption,

for example, this could be a disgruntled employee, or an
individual who gained access to the network as a contractor.
Having gained physical access to this device, the attacker is
able to infect it by reprogramming it.

Attackers can also inject malicious code during the Over-
the-Air (OTA) update process. As firewalls are often config-
ured to only protect the network boundary, rather than local
wireless connections, attackers might exploit vulnerabilities in
nearby wireless protocols, such as the BLE stack, to inject the
malicious code.

B. Infection Propagation

After infecting the initial device, we assume that the ran-
somware will try to propagate wirelessly across the network,
by copying itself to other devices. We are assuming that
devices are capable of receiving firmware updates over the
network. This is considered a good practice (for example, to
ensure that all devices can be patched easily and regularly), but
also opens up a possible attack vector. Incorrect configurations
of networked embedded systems is very often a cause of
security vulnerabilities that expose the device to unauthorised
access or exploitation [18]. Such misconfigurations could, for
example, result in a failure to authenticate the source of a
firmware update, which can be exploited by the malicious actor
in order to spread the infection.

It is worth pointing out that the ransomware will likely
remain dormant during this phase – i.e. not interfering with
the normal operations of the infected devices – in order to
minimise the risk of being detected too early. The goal is to
infect a significant portion of the network before activation, so
that it can cause the maximum damage, and to make it harder
for the victim to contain the spread within their network.

C. Anomaly Activation

As stated earlier, to maximise disruption, we assume that the
ransomware will delay its manifestation until it has infected
a significant number of devices, then triggering simultaneous
activations across all of them. The activation criteria are
predetermined by the malicious actor and can involve various
methods. For instance, activation may be initiated via a com-
mand over the network, or the ransomware may self-activate
once the number of infections reaches a certain threshold,
thereby compromising a large percentage of the networked
devices.

Unlike traditional ransomware, which typically encrypts
files to deny access, we assume that these constrained devices
do not store sensitive or highly valuable files locally. Instead,
the attacker’s goal is to use the compromised devices as a
platform for other malicious activities, such as interfering with
sensing or actuation within the infrastructure.

D. Ransom Demands

Given that the constrained devices in question may not have
a graphical interface to interact with the end-user, we assume
that the attacker will demand ransom through out-of-band
communication methods, such as via email or phone, or using
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some communication hijacking techniques such as those out-
lined in [9], [10]. To convince the victim of the ransomware’s
presence, the attacker is capable of remotely demonstrating
the attack, for instance, by temporarily disrupting one or more
devices as a proof of the infection. Lastly, if the victim has paid
the ransom, the attacker is capable of remotely deactivating the
ransomware and disinfecting the targeted devices.

E. Desirable Traits for Effective Ransomware

In addition to the baseline assumptions and threat model
outlined above, we also identify several “desirable” traits that,
if implemented, would likely increase the likelihood of success
and the impact of the attack:

i Viable ransom methods: The attack will attempt to lock
devices to prevent their usage, or force them produce
malicious output. If the device can be easily recovered
by victims, they would be unlikely to pay.

ii Worm-like behaviour: After infecting a device, the ran-
somware should automatically attempt to spread to other
devices that it encounters, maximising its impact, and re-
ducing the need for manual intervention from the attacker.

iii Generalisable: Ideally, the ransomware should be designed
with more than one device in mind, as this would drasti-
cally reduce the cost when attempting to implement it on
any additional targets.

iv Adaptable: Different targets may present unique challenges
that cannot be generalised, such as new peripherals or
methods of communication. The attacker should be able
to adapt the malware in these scenarios to maximise its
impact on each target.

IV. RANSOMWARE POC PROTOTYPE

A. Hardware and Software Platforms

To provide evidence that the threat of ransomware against
the networks in question is not theoretical, we present a
PoC prototype implementation. To highlight the generality of
the argument presented in this paper, we have implemented
our prototype for two different hardware/network/software
combinations:

• Texas Instruments CC2650 LaunchPad. This device is
powered by a Cortex-M3 MCU and is equipped with

an IEEE 802.15.4 radio transceiver. The PoC runs on
the Contiki-NG open source operating system (https:
//www.contiki-ng.org/) [19]. Devices are organised in
a 6LoWPAN (IPv6 over Low-Power Wireless Personal
Area Networks) multi-hop mesh.

• Nordic Semiconductor nRF52840 Development Kit. This
device is powered by a Cortex-M4 MCU and equipped
with a dual IEEE 802.15.4/BLE radio. For our PoC
implementation on this platform, we have used BLE. The
PoC runs on the Zephyr RTOS (https://www.zephyrproj
ect.org/).

B. Network Architecture

Our PoC deployments consist of constrained devices that are
either equipped with an IEEE 802.15.4 radio, or with BLE.
The architecture of our PoC is diagrammatically presented in
Fig. 2.

In the case of IEEE 802.15.4, devices are organised
in a 6LoWPAN multi-hop mesh. Each individual resource-
constrained device performs sensing and/or actuation, while
at the same time acting as a router capable of forwarding data
from a different device on the path towards the destination
node. At the edge of the network, a border router acts as a
gateway between the constrained network and the remainder
of the infrastructure. In a typical setup, the edge device is
mains-powered without resource limitations.

BLE devices are also present and they communicate with
the gateway directly within a single wireless network hop.

V. POC SCENARIO 1: CC2650/6LOWPAN/CONTIKI-NG

This scenario has been implemented using Contiki-NG for
the TI CC2650 Launchpad hardware platform. As outlined
earlier in Section III, initial infection might take place as a
result of a malicious actor gaining physical access to a device.
They can install malicious code by reprogramming the device
over a physical interface, such as a Joint Test Action Group
(JTAG) or Serial Peripheral Interface (SPI).

A. Malicious Function Injection via RAM

The ransomware prototype takes advantage of the limited
protection mechanisms in IIoT devices to execute a malicious
payload by exploiting memory management vulnerabilities.

The attack begins by copying the Contiki-NG process
scheduler to a different address. A malicious function replaces
the original process scheduler, effectively hijacking control of
the device. The method operates by copying the malicious
function into a designated buffer in the RAM, which is then
transmitted to another device within the network, as depicted
in Fig. 3.

On the target device, a function pointer is created locally,
and the buffer address containing the malicious function is
cast to this pointer. By calling the function pointer during
the program execution, the malicious function is invoked
seamlessly, allowing its payload to execute without detection.

Algorithm 1 shows a method to dynamically inject and
execute malicious code by copying the machine instructions


