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ABSTRACT

This chapter reports the authors’experiences regarding security of the electronic medical record (EMR).
Although the EMR objectives are to support shared care and healthcare professionals’ workflow, there
are some barriers that prevent its successful use. These barriers comprise not only costs, regarding re-
sources and time, but also patient / health professional relations, ICT (information and communication
technologies) education as well as security issues. It is very difficult to evaluate EMR systems, however
some studies already made show problems regarding usability and proper healthcare workflow model-
ing. Legislation to guide the protection of health information systems is also very difficult to implement
in practice. This chapter shows that access control, as a part of an EMR, can be a key to minimize some
of its barriers, if the means to design, develop and evaluate access control are closer to users’ needs
and workflow complexity.

Copyright © 2009, IGI Global, distributing in print or electronic forms without written permission of IGI Global is prohibited.
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INTRODUCTION

Healthcare is information and knowledge driven.
Good healthcare depends on taking decisions at
the right time and place, according to the right
patient data and applicable knowledge (Friedman
C and Wyatt J, 2006). Communication is of most
relevance in today’s healthcare settings, as health
related activities, such as delivery of care, research
and management, depend on information sharing
and teamwork (Coiera, 2003).

Providing high-quality health care services is
an information-dependent process. Indeed, the
practice of medicine has been described as being
dominated by how well information is processed or
reprocessed, retrieved, and communicated (Bar-
nett, 1990). An estimated 35 to 39 percent of total
hospital operating costs has been associated with
patientand professional communication activities
(Richart, 1970). Physicians spend over a quarter
(Commission, 1995, Mamlin and Baker, 1973)
and nurses half (Korpman and Lincoln, 1998) of
their time writing up patients’ charts.

Patient records exist to memorize and com-
municate the dataregarding a particularindividual
and to help deliver care to him or her. Records
are not only an information system but also a
communication system, to enable communica-
tion between different health professionals and
between the past and present (Dick and Steen,
1997, Nygren et al., 1998). Patient records, the
patient and published evidence are the three
sources needed for the practice of evidence-based
medicine (Friedman C and Wyatt J, 20006).

After decades of development of information
systems, designed primarily for physicians and
other healthcare managers and professionals,
there is an increasing interest in reaching con-
sumers and patients directly through computers
and telecommunication systems (Chuva Mtetal.,
2006). Consumer health informatics is designed
to empower consumers by putting health infor-
mation into their hands, including information on
their own health, such as diagnoses, lab results,

personalrisk factors and prescribed drugs. All this
information requires strong security means.

Information security is usually defined by
three main characteristics (Cen/Tc251), (Harris
S,2003): confidentiality —the prevention of unau-
thorized disclosure of the information; integrity
— the prevention of unauthorized modification
of the information; availability — the prevention
of unauthorized withholding of the information.
Confidentiality is often used interchangeably
with privacy but they are not exactly the same.
Privacy is the right of an individual to not have
their private information exposed (and this is
usually enforceable by law), whilst confidential-
ity is limiting access to information to authorised
individuals only.

The complexity of building secure information
systems relates mainly to three fundamental and
competing factors: the complexity of the security
technology itself; the difficulty of classifying the
information that is to be protected; and the use
of the technology by humans (usually the most
problematic factor (Schneier B, 2004)). Other
important but secondary competing factors are:
protecting information from unauthorised access
whilst needing to be able to access it for audit or
law enforcement purposes; and making it easy
for an authorised user to gain access to the in-
formation but complex for an unauthorised user
to do the same.

LEGISLATION

The Health Insurance Portability and Accountabil-
ity Act (HIPAA) of 1996 (USA Congress, 1996)
is the American legislation that provides for the
security and privacy as well as health insurance
for American workers and their families. Title I
of HIPA A protects health insurance coverage for
workers and their families when they change or
lose their jobs. Title Il of HIPA A, the Administra-
tive Simplification (AS) provisions, requires the
establishment of national standards for electronic
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health care transactions and national identifiers for
providers, health insurance plans, and employers.
The AS provisions also address the security and
privacy of health data. The standards are meant
to improve the efficiency and effectiveness of the
nation’s health care system by encouraging the
widespread use of electronic data interchange
in the US health care system. Despite all this
defined legislation, and no matter the status of I'T
or financial resources, compliance with HIPAA
and functional implementation of EMR systems
requires achange in the culture of an organization
(Knitz M, 2005).

The European experience on the same matters
isdescribed ina 1997 recommendation (Ministers
Committee, 1997) from the European Community
that established to all its members a set of prin-
ciples and recommendations regarding the protec-
tion of medical data. From these we highlight the
following security recommendations:

9.2: Inordertoensureinparticularthe confiden-
tiality, integrity and accuracy of processed
data, as well as the protection of patients,
appropriate measures should be taken:

e: with aview to selective access to data
and the security of the medical data, to
ensure that the processing as a general
ruleissodesigned as to enable the sepa-
ration of: identifiers and datarelating to
the identity of persons; administrative
data; medical data; social data; genetic
data

In 2004 the European Community (Ministers
Committee, 2004) made some more recommenda-
tions on the impact of information technologies
on health care — the patient and Internet.

As an example, in October 1998 Portugal
adopted all these recommendations (law 67/98
— Personal Data Protection, and later law 12/2005
on Personal Genetic Health Information). It is,
however, interesting to present the summary of
two studies made in Portugal on this subject. The
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first one was made by the Portuguese National
Data Protection Commission (CNPD)in2004, and
is a report on the health information processing
status of most Portuguese Hospitals; the second
is a study made by some medical students at Hos-
pital de Sdo Joao, Porto, regarding the opinions
of medical doctors about access control, further
described in the Access Control Section within
this chapter (Pinho C et al., 2000).

Regarding the CNPD report we highlight the
following conclusions: (note that this study was
made in 2004 and since then some anomalies are
bound to have been corrected):

. The CNPD wasnotnotified, as is mandatory
by law, in 50% of the cases where health
information is processed.

. Patients where notinformed when their data
was used for research purposes.

. In 35% of the applications, there was not a
logical separation between health informa-
tion and administrative data.

. Regarding passwords, 172 applications had
it whilst 12 did not. The most commonly
used password is the users’ name.

. In 136 applications only 2 followed the
conservation time enforced by the CNPD.

*  Regarding the health information that was
kept in paper, confidentiality was not a
concern. Requests and information travel
through the hospital without any kind of
protection.

Furthermore, the European Union’s data pro-
tection directive (in effect since October 1998)
requires all member countries to enact legislation
enabling patients to have access to their medical
records (Eysenbach, 2000). This Recommenda-
tion (Ministers Committee, 1997) also defines
that patients should be able to access their clini-
cal information whenever they request and have
means to control who can see and change that
information. However, this is still not common
practice mostly because of logistic and also cul-
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tural issues. The general idea is that healthcare
professionals think that patient’s access to their
medical records may negatively affect their re-
lationship with the patients. Patients themselves
do not know if they want to see their medical
record and if they do, will it be helpful and will
they understand it anyway.

There are however some studies that show that
patients’ access to their medical records brings
more benefits than not, and so the authors believe
this is prone to become more common in the years
to come (Ferreira A et al., 2007a).

EMR INTEGRATION AND SECURITY

The introduction of the EMR within healthcare
organizations depends on integrating heteroge-
neous information that is usually scattered over
different locations (Waegemann C, 2003, Cruz-
Correia R et al., 2005). This is why the EMR
is becoming an essential source of information
and an important support tool for the healthcare
professional. There is also an increasing need to
access healthcare information at remote locations
(Institute, 2005). This and the distributed nature
of the information stress the need for security
requirements to be taken seriously (Bakker A,
2004). In healthcare organisations that require
intra and inter-organizational interactions, au-
thorisation and access control mechanisms can-
not only be organized at a user level, but need
also to be defined at other levels that can reflect
those dynamic interactions. To do this, a series of
structured and formal policies, models and roles
must be defined (Blobel, 2004).

Although standardization and data exchange-
ability are topics that receive global attention,
many of the healthcare applications are highly
dedicated and specific to the environment in
which they are used. Their functions range from
pure administrative and billing to the creation
of research databases, decision support, picture
archiving, and image analysis.

Experience has shown that physicians are hori-
zontal users of information technology (Greenes
and Shortliffe, 1990). Rather than becoming power
users of anarrowly defined software package, they
tend to seek broad functionality across a wide
variety of systems and resources. Thus, routine
use of computers, and of EMR, will be most eas-
ily achieved if the computing environment offers
a critical mass of functionality that makes the
system both smoothly integrated and useful for
essentially every patient encounter. Also, many
computer applications today use information from
several data sources.

With the introduction of networked systems
within our healthcare organizations, there are
new opportunities to integrate a wide variety of
resources through single clinical workstations. In
such an environment, diverse clinical, financial,
and administrative databases need to be accessed
and integrated, typically by using both networks
to tie them together and a variety of standards
for sharing data among them. Thus the clinical
data repository has developed as an increasingly
common idea.

Patient data quality in computer-based patient
records has been found to be rather low in several
health information systems (Hogan and Wagner,
1997, Hammond et al., 2003, Hohnloser et al.,
1994). Furthermore, the assessment of the correct-
ness of collected patient data is a difficult process
even when we are familiar with the system in
which it was collected (Berner and Moss, 2005).
Therefore, one of the main challenges of health
information systems or networks is to be able to
gather the different parts of the medical record of
a patient without any risk to mix them with those
of another patient (Quantin et al., 2004, Arellano
and Weber, 1998). Erroneous patient identifica-
tion has also an impact on hospital charging, as
subsidiary partners refuse to pay for misidentified
medical procedures.

In May 2003, the Department of Biostatistics
and Medical Informatics implemented a virtual
electronic patient record (Cruz-Correia et al.,
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2005) for the Hospital S. Joao (HSJ), a univer-
sity hospital with over 1350 beds. The system
integrates clinical data from 10 legacy hospital
departments information systems (HDIS) and
the diagnosis related groups (DRG) and hospi-
tal administrative databases (HAD), aiming to
deliver the maximum information possible to
health professionals. Over 800 medical doctors
use the system on a daily basis and the HSJ-VEPR
retrieves an average of 3000 new reports each day
(in PDF or HTML formats).

To detect and prevent possible problems in the
HSJ-VEPR, Nagios (Koffler and Galstad, 2002)
version 2 (a system and network monitoring ap-
plication) was installed and configured (Cruz-
Correia et al., 2006). Sometimes a HDIS sends
an abnormal number per day (either too big or to
small) of reports to HSJ-VEPR. This normally
reflects somekind of HDIS problem. It was decided
to develop a dynamic system that learns from the
number of reportsreceived previously in the same
weekday and implement it as a Nagios plug-in.
To define an initial knowledge base, a table was
created where each record included the number of
reports of a particular HDIS in a particular week
day (Table 1). The system calculates percentile 2.5
and 97.5 to be used as lower and higher margins
of the normality interval.

The comparison of current and previous IS
behavior allows the detection of irregularities.
In this case the knowledge used to trigger alerts
is build from past experience. We feel that as the
time goes, we will have more records and conse-
quently the percentiles for normality the range can
be changed from [2.5, 97.5] to [1, 99] increasing
even more the method specificity.

Table 1. Percentiles 2.5 and 97.5 of reports sent
in 2005 by a particular HDIS

Percentile | Mon. | Tue. | Wed. | Thu. | Fri. | Sat. | Sun.

2.5 82 100 148 | 121 99 45 40

97.5 561 595 | 560 | 674 | 668 | 300 | 364
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One of the main challenges of health informa-
tion systems integration is to gather parts of the
medical record without jeopardizing patient data
quality. The HSJ-VEPR indexes all information
toaunique hospital patient number. Identification
problems occur when the hospital patient number
or the hospital encounter number that are being
sent by the HDIS are wrong (Cruz-Correia R et
al., 2006). These errors could lead to associating
the report to a different patient.

The idea of detecting identification errors is
based on checking the name and date of birth sent
by the HDIS against the hospital administrative
database (HAD). The main difficulty arises from
small changes in patient names, which would
originate false identification errors (e.g.: “Jes-
sica Maria Smith Murphy” <=> “Jessica Maria
S. Murphy™).

The patient data quality algorithmis triggered
with the arrival of a new clinical report from a
particular HDIS, and is divided in three phases:
It detect errors in hospital patient number, 2™
detect errors in hospital encounter numbers and
3 store report in HSJ-VEPR .

When errors occur, a report is generated and
sent to the HDIS administrators. This report
includes a description of the error along with all
information sent by HDIS and retrieved from
HAD. By doing so, the origin of the error can be
traced and corrected.

This module has been deployed in July 2005,
and is being configured for each HDIS. Currently
it scans an average of 65.000 reports per month
(2.100 per day). In the first 6 months 423 patient
identification errors were found within 391.258
reports checked.

The detection of these errors has triggered both
their correction on each HDIS as well as a change
on department workflow which resulted in less
identification errors. Two errors where also found
on HAD, caused by inappropriate re-utilization
of a unique hospital patient number.

Cross-checking between integrated distrib-
uted systems may be used to guarantee global
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patient data quality and integrity. As proper
checking methods are put in place, the number
of inconsistencies in integrated systems tends
to decrease as people awareness of these silent
problems increases.

As stated in (Institute, 2005) the main factor
that is driving the need for EMR systems to be
implemented is the need to improve clinical proc-
esses or workflow efficiency. Also, as stated in
(Lehoux P, 2006), information technologies are
used in healthcare to record, transmit and provide
access toadministrative and clinical information,
so this should imply that access to and use of
information respects confidentiality and brings
efficiency and quality to healthcare. For now, the
reality is that EMRs still do not integrate easily
among healthcare professionals’ daily workflow
(Miller R. H and Sim I, 2004) in order to be ef-
ficiently used.

One obstacle mentioned by healthcare profes-
sionals for the use and integration of EMR within
healthcare is patient privacy (Knitz M, 2005). As
stated above, in order to protect patients’ privacy it
is essential to at least provide for information con-
fidentiality. When asked, healthcare professionals
say they think EMR have problems in terms of
security due to its ease of distribution and wider
online access (Miller R. H et al., 2004).

There are also other barriers that impede the
effective integration of EMR within the health-
care practice. These barriers can be grouped in:
time/cost, relational and educational (Sprague
L, 2004, Miller R. H and Sim I, 2004). Apart
from the cost of EMR integration and the time
healthcare professionals spend using the system
in order to access and insert information there are
otherissues thatrelate more with human processes
and their daily tasks. These are the relational and
educational barriers explained below.

Therelational barrier includes the perceptions
that the physician and the patient have about the
use of the EMR and how their relationship may
be affected by it. As an example, when the phy-

sician uses the computer during a consultation,
the patient may be uncomfortable with the lack
of attention given to him and have doubts about
the information being written.

The educational barrier comprises the lack
of proficiency and difficulties that healthcare
professionals have in interacting with the EMR
in order to perform their daily tasks (Becker and
Sewell, 2004). Because healthcare professionals
donotparticipate in the design and development of
working tools (in this case the EMR), they usually
have toredesign their practice workflow and proc-
esses, which is very challenging and consumes
moretime and costs (Miller R. Hand Sim I, 2004).
In order to facilitate their daily workflow, since
they access and use the EMR, the users must be
involved in its design and development as they
were within the case study described above in
the HSJ (Ferreira A et al., 2005).

Although there is usually an initial plan de-
scribing the rules to access an EMR, devised by
engineers, promoters and implementers, its access
in practice is often different from what was envis-
aged and decided at first (Kling R, 1991, Lehoux
Petal., 1999). Users may have to reorganize their
tasks and routines to accommodate the system; or
they may even circumvent the rules thathave been
established for accessing the system (Lehoux P
et al., 1999, Akrich M, 1994) because they were
too cumbersome or time-consuming or both (e.g.
by sliding in a personal ID card and keying in a
password).

AnEMR should focus on helping and facilitat-
ing users to follow their daily processes without
much effort and time. It should improve the
working life of the health care professionals and
bring benefits to them and their patients, rather
than imposing costs on them, in terms of time and
effort, with no perceivable benefits to either them
or their patients. Therefore new security models
and technologies to be implemented should focus
on human processes and needs rather than on
theoretical studies.
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INFORMATION SYSTEMS
EVALUATION

Many of the problems presented previously could
be avoided if proper systems’ evaluation could be
provided and means to redesign and improve the
system were easy to apply. This evaluation should
be done, ideally, before, during and after infor-
mation system’s development and installation.
How do we know if a system is really working
and performing the way it is supposed to? How
can we know how to improve and better adapt
that system either because the circumstances or
the objectives changed? The answer is, of course:
evaluation.

The developing and good design of usable
technology is very important as these can make
users more productive and comfortable when using
the system. Once more, the emphasis is usually
on technology and not on users when systems are
developed. Developers do not usually understand
users, their tasks, workflow and environment. A
system interface is the bridge between both the
world of technology and the world of the user, the
means by which the user interact with the system
(Hackos Joann and Redish Janice, 1998). What
can be more important than making sure people
use the system in their natural physical, social
and cultural environment?

For example in (Brostoff et al., 2005) usabil-
ity and design methods were used to evaluate a
specific software tool. Questionnaires were also
applied to achieve a more generic feeling for the
tool. According to theirresults, this evaluationand
interface redesign improved its efficiency, making
the tool easier to use and understand.

Another example is briefly described in
(Hackos Joann and Redish Janice, 1998) where
programmers designing amedical records’ system
completely changed their initial software interface
after they visited the site. They discovered that
the workflow among departments and individu-
als proceeded in a different manner to what they
had imagined. They watched people performing
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their tasks and interviewed medical records’ staff
about the nature of their work. The message then
is to design from reality and not from assump-
tions. In conclusion, evaluation methods must
focus on users’ behaviour as well as attitudes
and opinions.

However, healthcare information systems’
evaluation is not trivial (Friedman C and Wyatt
J,2006). Medical informatics is a combination of
domains that makes any evaluation very complex
and never definitive. There is nota specific method
for all cases and one of the most important things
to take into account is to choose the right method
atthe right momentin time. The following section
presents a review about IS evaluation.

The authors performed a brief review about
evaluation methods used for information systems
(IS), most of them in healthcare. This review

Table 2. Results for the review on IS evaluation

Objectives Total

Presents methods to evaluate information systems 13
Evaluate evaluation methods 10
Improve technologies or applications
Information System’s Evaluation 4

Methods of evaluation
Others 6
Usability 4
Questionnaires/interviews 4
Literature review 3
Not mentioned 3
Cognitive science 2
Quantitative/qualitative 2
Soft-systems 2
Heuristics 2
Ergonomic methods and tools 1

Problems encountered
No proper evaluation methods 12
Applications are difficult to use 6
Complex workflow analysis and decisions 5
Costs and insufficient policies 2
Insufficient infrastructure 1
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comprised 27 articles about this subject from
1999 till 2006, 3 of which are websites. Some of
the articles described new evaluation methods,
others the results and application of some meth-
ods and yet others the evaluation of the methods
themselves.

The main results of this review are presented
in Table 2.

In a similar proportion, the reviewed articles
either try to introduce new methods of evaluation
ortheresult ofanalyzing some existing evaluation
methods. There is a split worry in order to find
the most adequate evaluation methods as well as
trying to check what the main problems are with
the existing ones.

The mostcommonused methodsto evaluate IS,
besides proprietary ones, are usability methods,
questionnaires or interviews.

The most frequent problems encountered
within the articles reviewed regarding evaluation
methods are that these are usually not right for
the evaluation that needs to be performed. Also,
regarding the IS that were evaluated, the results
show that the problems of the evaluated applica-
tions are not, as was probably expected, the costs
that these applications incur. Results of evalua-
tion show that applications are often difficult to
use and that workflow and decisions that those
applications are supposed to help are usually too
complex and cannot be implemented.

There are many issues regarding IS evalu-
ation and this is becoming very challenging as
stillno adequate methods can be used in a generic
fashion. The problems encountered are recurrent.
They deal with the fact that IS are not developed
according to users’ needs, workflow tasks and
complexity. This justifies why it is so difficult to
choose or develop the right evaluation methods
for IS. There seems to be a problem from concep-
tion and not on the evaluation side. This makes
it hard to decide which methods to choose and
apply, and first of all, what is needed to evaluate
in first place.

If it is so hard to do this within the IS, it is
harder to do this within parts of the IS as is for
example security, and more specifically access
control.

ACCESS CONTROL

In order to securely access information within a
system three steps are usually required: identifica-
tion (where a user says who he is, e.g. with a login
username); authentication (where a user proves
his identification given in the first step, e.g. with
a password or a PIN number); and authorisation
(where access rights are given to the user).

Access control is conceptually part of the
authorisation process that checks if a user can
access the resources he requested.

The design of access control systems is very
complex and should start with the definition of
structured and formal access control policies as
well as access control models (Blobel, 2004).
An access control policy must describe the rules
that need to be enforced in order to provide the
information security requirements of the or-
ganization. Afterwards, an appropriate access
control model must be chosen in order to model
the rules defined within the policy. Examples of
common access control models are: role-based
access control (RBAC) that associates rights to
groups of users according to their roles within
the organization; identity based access control
(IBAC) that associates rights to specific users
depending on their needs; and mandatory access
control (MAC) that defines mandatory rules for
all the users of the system. A model can also
be hybrid and include more than one model in
order to tackle the more heterogeneous needs of
an organization. Only after the access control
model is chosen can the right technology and both
authentication and access control mechanisms
be selected and implemented. Authentication
mechanisms provide for the identification and
authentication of a user to the system - the first
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2 steps above - (e.g. login/password; fingerprint)
while access control mechanisms protect against
unauthorized use of the requested resources (e.g.
access control lists, security labels) (ISO, 1989).
Both mechanisms should performinacorrectand
consistent way according to the access control
policy and model defined.

The means of providing access control has be-
come more challenging as policies and user needs
become more complex. These need to be studied
carefully within the healthcare environment so
thataccess control can be correctly developed and
applied without hindering the system’s use.

We are including all three steps to access an
IS within the scope of the review presented in
this section since the first two steps are neces-
sary precursors to the third. Furthermore many
implementations combine the three steps together
into one access control decision, by having the
implicit access control policy that everyone who
is successfully authenticated can have access
to the resource. This is the coarsest granularity
of access control policy, in which everyone has
the same access rights. Thus the authentication
mechanism becomes a combined authentication
and authorisation mechanism.

This review comprised full articles from the
last 10 years (1996 until mid 2006) whose con-
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tent covered access control policies, models and
authentication mechanisms (that incorporated an
implicit access control function) in general and
applied to the healthcare environment (Ferreira
A et al., 2007b). Searches were made in medical
databases such as Medline (that included the
BMJ-British Medical Journal) as well as IEEE
Xplore and ACM.

As can be seen in Table 3, from the 17 articles
that mentioned the definition and use of an access
control policy only in 1 case was it implemented,
and this was a prototype system. From the 59
articles that mentioned access control models,
52 concentrated on the study of an access control
model and in only 8 cases were these studies
implemented, mostly as prototypes with only 1
of these being implemented in a real scenario

The mostcommonly used access control model
was RBAC, being covered in 38 articles out of
52. The most commonly studied and prototyped
authentication mechanism was digital signatures
with public key certificates (9 out of 15). During
the last ten years the 3 countries with more pub-
lications in this particular area are the USA with
40, UK with 8 and Germany with 7.

With the healthcare articles, 59 were deemed
to be appropriate and were included in the review.
From atotal of 27 articles that refer to the system’s

Table 3. Number of papers reviewed covering access control policies, models and mechanisms between

1996 and 2006.

1996-99 | 2000-03 | 2004-06 | Total

Access control policy

Study/Analysis 4 12 16

Implementation 1 1
Access control model

Study/Analysis 4 11 37 52

Implementation 2 6 8
Authentication mechanisms with an
implicit access control function

Study/Analysis 5 10 15

Implementation 1 2 3
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Table 4. Number of papers reviewed covering access control policies, models and mechanisms in health-
care between 1996 and 2006.

1996-99 | 2000-03 | 2004-06 | Total

Access Control Policy

Study/Analysis | 2 8 12 22

Implementation 3 1 4

Access Control Model

Study/Analysis | 6 10 8 24

Implementation | 1 6 1 8

Authentication Mechanisms with
an implicit access control function

Study/Analysis | 6 10 8 24

Implementation | 1 6 1 8

Table 5. Healthcare institutions, information systems and user groups.

1996-99 | 2000-03 | 2004-06 | Total

Healthcare Institution

Hospital | 3 10 7 20
Hospital Department 2 2
Primary Care 1 1 2
Private Care 1 3 4
Other 2 5 7
Total 3 16 16 35

Healthcare Information System

EPR/EMR/CPR | 5 14 15 34
Prescription 2 1 3
Consultation 1 1
Total 5 16 17 38

Portal/Internet Access

Healthcare professionals 1 1 2
Patients 1 1
Total 2 1 3

User groups

Medical doctors 2 2 4

Nurses 3 2 5

Patients 1 4 5
Others (HPs,GPs,IT,Pharmacists) | 2 13 9 24
Total 2 19 17 38
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implementation, 25 were built as prototypes whilst
2 were built in a real life scenario.

From the 34 published articles that mention
access control policies, Table 6 shows that 22 refer
to the study and analysis of those policies, whilst
only 4 of them actually implemented policy based
systems as prototypes. In 14 out of these 34 papers,
the policies were institutionally or legislatively
defined, whilst in only 4 of those 34 articles is it
mentioned that end-user can set policies. Butnone
ofthese 4 policies were actually implemented, not
evenas prototypes. Further, none of the 34 articles
that mention access control policies included the
end-users of the system as part of the group that
designed and developed those policies.

Finally, 7 articles refer to the need for an
override policy definition i.e. an access control
system which allows the user to override the
current policy in times of emergency, and gain
access to patient confidential information that they
would not otherwise be able to see (Ferreira A
et al., 2006). As for access control models, from
the 40 articles that refer the use of access control
models, 24 of these mention its study and analysis
whilst in 8 articles the models were implemented
as prototypes only.

The mostcommonly used access control model
was RBAC (22 from 40) whilst the most tested
authentication mechanism was digital signatures
with public key certificates (29 from 41).

Focusing now on the EMR and its users, Table
5 shows the type of information systems that were
implemented and in which healthcare institutional
setting they were implemented. It also presents
the most common types of user groups for those
systems.

Most of the information systems are EMR (34
from 38 articles) and were implemented within
hospitals (20 from 35 articles). The end users of
the system are mostly healthcare professionals
(HPs), general practitioners (GPs), IT and phar-
macists. Only in 5 articles is it mentioned that
patients might have access to their healthcare
information but none of these systems were being
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Table 6. Problems regarding EMR integration
encountered in the revised articles

Problem type ;\i::;l;:;&fs
Disruption to workflow & performance 7
Educational Barriers 5
Management problems 4
Cultural barriers 2
Security concerns 1
Relational Barriers 1
Increase in time for patient session 1

used in a real environment. During the last ten
years the 3 countries with more publications in
this particular area were the USA with 15, UK
with 10 and Greece with 7.

Table 6 shows the usability problems that
were encountered as described in the published
articles. Not surprisingly, most of them relate
mainly with the disruption of workflow and per-
formance when the EMR is used as well as with
educational problems.

Asan example, in order to find out more about
end users’ opinion on access control to EMR, this
study (Pinho C et al., 2006) applied a survey to
medical doctors within auniversity hospital. Most
respondents agree that access control levels must
exist for EMR and that not all doctors must have
total access to all patient records. They indicate
that more sensitive information (e.g. HIV) must
only be accessed by doctors that treat those
patients.

A great number of doctors also revealed that
patients should not have total access to their own
medical records (Figure 1). This must be further
analysed as patients should have the right to ac-
cess all their medical information, if they require.
It is surprising that most doctors think they can
access all the information about a patient they are
treating and, at the same time, feel the patients
themselves cannot have the same right regarding
their own information.
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Figure 1. Doctors’ response regarding full access to patients’ records

Should doctors have full access to patient's information?

:

No Yes Don't have an opinion
(53%) 24 doctors (42%) 19 doctors (4%) 2 doctors
1
How should that access be limited?
N To the information of the patients they treat.
(33%) 8 Doctors

To the information of the patients of their own department
{internment and consultation).

(38%) 9 Doctors

Ta the information of the emergency patients of the hospital.

{13%) 3 Doctors

| | To the information of the patients of the hospital (internment and consultation)

(4%) 1 Doctor

To the information of the patients of the hospital
(emergency, internment and consultation) (13%)

3 Doctars

Further, most doctors thought that nurses
should not access all patient information (Figure
2). But how different would these results be if the
same questionnaire was applied to the nurses or
other category of healthcare professionals?

As a reflection of this specific study, the
authors’ experience within this field by having
contact with both healthcare and IT profession-
als in various lectures and workshops shows that
healthcare professionals have great difficulty in
defining the best policies to control the access
to IS.

Although there is legislation and healthcare
professionals know the way they perform their
daily tasks, it is quite hard for them to define
accurately, the correct access rights to an IS.
Nevertheless, healthcare professionals feel that
their participation is essential in order to adapt
access control policies to their needs.

They furtheragree that access control needs to
be defined by a multidisciplinary team, including
themselves, and reach a consensus to the best of
their ability. Only this way can access control and
the right usage of EMR be achieved.

DISCUSSION

EMR are essential to today’s shared care and
although security is very difficult to achieve it is
regarded as having a fundamental role to play.
An EMR should focus on facilitating users to
follow their daily processes without much effort
and time. These processes must be taken into ac-
countwhen new security models and technologies
are implemented. Further, automatic verification
of data quality must be provided and used to trig-
ger alerts of malfunctions and inconsistencies,
ensuring data integrity and better health care.
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Figure 2. Doctor responses regarding nurses’ full access to patients’ records

Should nurses have full accaess to patient's information?

[
No
{91%) 41 docfors

How should that access be limited?

|
Yes
(9%) 4 doctors

To the information of the patients they treat.

{73%) 30 Doctors

To the information of the patients of their own department.
(internment and consultation) (20%) 8 Doctors

They should have access to the information of the patients of the hospital
I {emergency, internment and consultation).

(2%) 1 Doctors

Don’t have an opinion
(5% ) 2 Doctors

Apart from security, IS evaluation is an es-
sential requirement to build proper and efficient
IS. However, this is very challenging as still no
adequate methods can be used in a generic fash-
ion. Some evaluations that are made encounter
problems that deal mainly with the fact that IS are
notdeveloped according to users’ needs, workflow
tasks and complexity. This justifies why it is so
difficult to choose or develop the right evaluation
methods for IS. There seems to be a problem
from conception and not on the evaluation side.
This makes it hard to decide which methods to
choose and apply, and first of all, what is needed
to evaluate.

Regarding access control, although there is
legislation and healthcare professionals know the
way they perform their daily tasks, it is quite hard
for them to define accurately, the correct access
rights to an IS. From legislation to practice, the
development of access control (as well as other
healthcare IS such as EMR) has several problems.
Nevertheless, healthcare professionals feel that
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their participation is essential in order to adapt
access control policies to theirneeds. They further
agree that access control needs to be defined by a
multidisciplinary team, including themselves, and
reach a consensus to the best of their ability.

CONCLUSION

It is a fact that the end users of a product seldom
participate in its design and definition although
everybody agrees that this would probably save a
lotof costs and time. In healthcare, these problems
go further and interfere with the appropriate use
of the EMR, its security and furthermore, with
the provision of proper patient healthcare.

The authors believe that if healthcare profes-
sionals and patients support and participate in the
access control systems’ design and development
process, more specifically the access control
policy definition that defines and links security
from legislation to practice, then some of the
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problems regarding EMR integration and use
that were described within this chapter could be
minimized.
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KEY TERMS

Access Control: Set of security features that
control how users and systems communicate and
interact with other systems and resources. They
protect systems and resources from unauthorized
access and can be a component that participates
in defining the level of authorisation after an
authentication is successful. Access control is
extremely important because is one of the I*
lines of defence used to fight againstunauthorized
access to systems and network resources. Shon
Harris, CISSP. All in one CISSP Certification.
MCGrawHill, Osbourne, 2003.

EMR: Electronic medical record (EMR) is a
medical record in digital format. A Medical re-
cord is a systematic documentation of a patient’s
medical history and care. The term ‘Medical re-
cord’ is used both for the physical folder for each
individual patient and for the body of informa-
tion which comprises the total of each patient’s
health history. Although medical records are
traditionally compiled and stored by health care
providers, personal health records maintained by
individual patients have become more popular in
recent years.

Information Security: Is the process of
protecting data from unauthorized access, use,
disclosure, destruction, modification, or disrup-
tion. This means protecting the confidentiality,
integrity and availability of data regardless of
the form the data may take: electronic, print, or
other forms.

IS: An information system (IS) is a system,
automated or manual, that comprises people,
machines, and/or methods organized to collect,
process, transmit and disseminate data that rep-
resent user information.
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Medical Informatics: The rapidly develop-
ing scientific field that deals with biomedical
information, data, and knowledge - their storage,
retrieval, and optimal use for problem solving
and decision making. The emergence of this
new discipline has been attributed to “advances
in computing and communications technology,
to an increasing awareness that the knowledge
base of medicine is essentially unmanageable by
traditional paper-based methods, and to a growing
conviction that the process of informed decision
making is as important to modern biomedicine
as is the collection of facts on which clinical
decisions or research plans are made.” Edward
Shortliffe, M.D., Ph.D. What is medical informat-
ics? Stanford University, 1995.
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